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ABSTRACT
The success of social media platforms has facilitated the emergence of various forms of online abuse within digital communities. 
This abuse manifests in multiple ways, including hate speech, cyberbullying, emotional abuse, grooming, and shame sexting 
or sextortion. In this paper, we present a comprehensive analysis of the different forms of abuse prevalent in social media, with 
a particular focus on how emerging technologies, such as Language Models (LMs) and Large Language Models (LLMs), are 
reshaping both the detection and generation of abusive content within these networks. We delve into the mechanisms through 
which social media abuse is perpetuated, exploring the psychological and social impact. To achieve this, we conducted a litera-
ture review based on PRISMA methodology, deriving key insights in the field of cyber abuse detection. Additionally, we examine 
the dual role of advanced language models—highlighting their potential to enhance automated detection systems for abusive be-
havior while also acknowledging their capacity to generate harmful content. This paper contributes to the ongoing discourse on 
online safety and ethics by offering both theoretical and practical insights into the evolving landscape of cyber abuse, as well as 
the technological innovations that simultaneously mitigate and exacerbate it. The findings support platform administrators and 
policymakers in developing more effective moderation strategies, conducting comprehensive risk assessments, and integrating 
AI responsibly to create safer digital environments.
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1   |   Introduction

In the digital age, social networks and online platforms have 
become integral to everyday life, facilitating communication, 
information sharing, and social interaction. However, this dig-
ital connectivity has also given rise to various forms of cyber 
abuse, affecting millions of individuals globally (Altobelli 2010). 
The pervasive nature of cyber abuse, including hate speech, cy-
berbullying, emotional abuse, doxing, trolling, impersonation, 
and shaming, poses significant risks to mental health and well-
being, causing psychosocial problems (Kwan et al. 2020) as anx-
iety or depression (Fisher et al. 2016).

Traditional methods of addressing cyber abuse have often re-
lied on manual reporting systems and heuristic-based detection 
(Vandebosch and Van Cleemput  2009). However, recent ad-
vancements in artificial intelligence (AI), particularly through 
LLMs and LMS, offer new avenues for understanding and 
combating these issues (Rajeshwari and Divya  2025; Albladi 
et al. 2025). Language Models (LMs) and Large Language Models 
(LLMs) process sequences of tokens (words), denoted as w = {w1, 
w2, …, wN}, by assigning a probability p(w) to the sequence. These 
models incorporate information from previous tokens to predict 
the next token in the sequence (Li, Huang, et al. 2024). Through 
training, LMs learn relationships between words, providing 
tools for tasks such as question answering, relation extraction, 
or natural language translation.

At this point, it is important to distinguish between LMs and 
LLMs. The primary difference lies in their size. LMs are typi-
cally smaller in terms of the number of parameters, while LLMs 
are significantly larger, with billions or even trillions of parame-
ters. Due to this, LLMs have far greater computational capacity 
(Kumar 2024). Traditional LMs have limited capacity to handle 
complex tasks, smaller datasets, or nuanced language patterns. 
In contrast, LLMs have the vast capacity to understand and gen-
erate complex language, as they can process extensive datasets 
that are closely tied to context. For example, while a typical lan-
guage model may have a context window of 1024 tokens, models 
like GPT-3 can handle up to 8192 tokens, and GPT-4 even sup-
ports much larger windows.

Furthermore, LMs and LLMs differ not only in terms of 
size but also in their training processes and practical appli-
cations. LLMs require more extensive computational re-
sources for training and can be used for a wider variety of 
NLP tasks, including those that involve deeper contextual 
understanding and longer-term dependencies. LLMs, such 
as GPT (Radford et  al.  2018), Mistral (Jiang et  al.  2023), or 
T5 (Raffel et al. 2020) and other state-of-the-art LMs, such as 
BERT (Devlin et al. 2019) or RoBERTa (Liu et al. 2019), have 
demonstrated remarkable capabilities in natural language 
processing, providing powerful tools for analyzing and detect-
ing harmful content.

This paper presents a literature review on the current use of 
advanced LMs and LLMs in detecting different forms of cyber 
abuse. Our goal is to bring together and analyze recent research 
to better understand how these technologies are being used to 
identify, classify, and respond to online abuse. This review is 
important because cyber abuse continues to cause serious harm 

to individuals and communities, including emotional distress 
and, in extreme cases, self-harm or suicidal thoughts (Hamm 
et  al.  2015; Kim et  al.  2019; Kowalski et  al.  2014). Although 
there has been considerable work on well-known issues like 
hate speech and cyberbullying, other types of abuse—such as 
doxing, impersonation, and trolling—are still not well covered 
in existing reviews. Our work addresses this gap and helps guide 
future research toward more complete and inclusive solutions.

In this paper, we adopt the PRISMA methodology (Moher 
et  al.  2010) to conduct a structured and systematic literature 
review aligned with our research objectives. Our review offers 
a comprehensive overview of how language models, including 
both traditional and large-scale architectures, are being applied 
to detect and address various forms of cyber abuse—ranging 
from well-established categories to those that remain under-
explored. Through this analysis, we underscore the growing 
potential of AI-driven approaches to provide more nuanced, 
scalable, and effective solutions for promoting safer and more 
inclusive online environments.

In recent years, several surveys have explored hate speech detec-
tion (Fortuna and Nunes 2018); however, there is a noticeable gap 
in covering the latest advancements, particularly the emergence 
of cutting-edge models like LLMs that have been released in the 
past year. Therefore, our primary goal is to update the existing 
literature with these recent developments. Additionally, since 
most studies in this domain approach the problem as a classifi-
cation task, we aim to conduct an in-depth analysis of the eval-
uation processes, especially considering the challenges posed 
by the unbalanced nature of cyber abuse detection. Moreover, 
existing reviews predominantly concentrate on cyberbullying 
(Salawu et al. 2017) or hate speech (Paz et al. 2020; Schmidt and 
Wiegand 2017), leaving other forms of cyber abuse significantly 
underrepresented. With this in mind, the main contributions of 
our paper are as follows:

•	 We present the most up-to-date analysis of textual cyber 
abuse, with a particular emphasis on cutting-edge tech-
niques that leverage LMs and LLMs, identifying cur-
rent gaps and suggesting avenues for future research and 
improvement.

•	 To the best of our knowledge, we conduct the first liter-
ature review that addresses a broader spectrum of cyber 
abuse forms, including doxing, trolling, and imperson-
ation, which have been largely overlooked in previous 
reviews.

•	 We perform an in-depth analysis of the evaluation metrics 
used in cyber abuse detection, paying special attention to 
the challenges posed by class imbalance, a common issue in 
this domain.

Our paper aligns these contributions with a set of five research 
questions, each designed to provide specific and informative in-
sights into key challenges and developments emerging from the 
rise of LMs and LLMs in the context of cyber abuse detection. To 
this end, we focus on the following research questions:

RQ1.  How representative are LMs and LLMS in detecting tex-
tual cyber abuse compared to traditional methods?
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RQ2.  Considering that cyber abuse frequently involves imbal-
anced classification challenges, are researchers adequately ad-
dressing this issue in their evaluation metrics and pre-processing 
methods?

RQ3.  Based on the reviewed literature, what emerging trends 
and future directions are shaping the development of cyber abuse 
detection?

RQ4.  Which types of cyber abuse detection are most signifi-
cantly influenced by LLMs?

RQ5.  Are there specific forms of cyber abuse that remain under-
explored and lack adequate detection solutions?

To address these questions, the paper is organized 
as follows: Section  2 examines the various forms of 
textual cyber abuse encountered in online social 
interactions. Section  4 analyzes the impact of LMs 
and LLMs in two main aspects: their role in detecting 
cyber abuse and hate speech, as well as their potential 
in generating automated instances of such content. 

Section  5 delves into how artificial intelligence is 
advancing the detection and analysis of other, less-
explored forms of cyber abuse. Finally, we present a 
comprehensive discussion in Section 7 and draw our 
conclusions in Section 8.

2   |   Forms of Textual Cyberabuse

In this section, we explore the various forms of textual cyber 
abuse prevalent in social networks. Each subsection delves into 
the definition, characteristics, and impact of a specific type 
of abuse.

In (van Huijstee et  al.  2022), the authors identify a range of 
harmful and immoral uses of social media, categorizing these 
into six primary types, which can be further analyzed into 22 
distinct tasks. The full categorization is depicted in Figure 1, re-
produced from (van Huijstee et al. 2022).

It is important to note that the advent of generative AI has 
boosted all types of cyber abuse, including the production of 
fake sexual content (Arteaga 2024), the generation of deceptive 

FIGURE 1    |    Harmful and immoral behavior online (Hossain et al. 2022, 6).
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images (Appel and Prietzel 2022), and the mass distribution of 
both real and created content on social media platforms (Franks 
and Waldman 2018). These types of abuse are beyond the scope 
of this work because we focus exclusively on text content. 
Therefore, our analysis is centered on various types of text-based 
cyber abuse.

To align with existing research in the field, we have selected 
the following sub-genres of cyber abuse in social media for our 
analysis: hate speech, cyberbullying, doxing, shaming, cancel 
culture, and trolling as the primary components. Additionally, 
we include other forms of cyber abuse such as imperson-
ation (Gharawi et  al.  2021) and emotional abuse (Stephenson 
et al. 2018). In the following subsections, we introduce each of 
these subgenres in detail.

2.1   |   Hate Speech

Hate speech includes language that belittles, threatens, or 
encourages violence against individuals or groups based on 
characteristics like religion (Albadi et  al.  2018), ethnicity, 
gender, sexual orientation, or other defining traits (Sugarman 
et al. 2018). It can seriously undermine personal dignity, dem-
ocratic values, social stability, and peace. Yet, despite its far-
reaching consequences, many people remain unaware of just 
how deeply hate speech can affect different aspects of life 
(Ștefăniță and Buf 2021).

Hate speech on social media is a pressing social issue. Research 
indicates that exposure to such speech can lead to a range of men-
tal health problems, particularly among young adults, as well as 
psychosocial issues (Kwan et al. 2020). Consequences may in-
clude anxiety (Fisher et al. 2016), depression (Fisher et al. 2016; 
Hamm et al. 2015; Wachs et al. 2022), and post-traumatic stress 
disorder (Cassiani-Miranda et al. 2022; Liu et al. 2020; Wypych 
and Bilewicz 2022).

Detecting hate speech requires analyzing text for derogatory 
terms, slurs, and contextual indicators of malicious intent. NLP 
techniques, and more recently LMs and LLMs, are crucial tools 
in this effort. These technologies can automatically capture the 
specific nuances of hate speech in social networks with high 
accuracy. This survey focuses on recent advancements in hate 
speech detection, particularly the integration of new language 
models to enhance detection capabilities.

2.2   |   Cyberbullying

Cyberbullying affects both children and adolescents and is 
widely recognized as intentional, violent, cruel, and repetitive 
behavior directed at peers. This pervasive issue is identified by 
the US Centers for Disease Control and Prevention (CDC) as 
a significant public health threat (Centers for Disease Control 
and Prevention 2009). The emotional and psychological damage 
caused by cyberbullying can be severe, with extreme cases po-
tentially leading to suicide (Bauman et al. 2013).

According to (McLoughlin and Burgess  2009), cyberbully-
ing can be categorized into several types, including flaming, 

harassment, denigration, impersonation, outing, boycott, and 
cyberstalking. Particularly in more severe forms such as flam-
ing and harassment, cyberbullying often manifests through 
texts, comments, or messages exchanged between the bully 
and the victim. These communications typically involve in-
sults and attacks related to race, sexuality, ethnicity, or social 
status. Such messages represent user-generated content in an 
unstructured format, which can be analyzed automatically 
using AI systems based on NLP and LLMs to identify and ad-
dress hate speech.

In the current digital era, cyberbullying has evolved to en-
compass a wide range of multimodal categories, including the 
creation of sexual deep fakes targeting individuals (Rini and 
Cohen 2022; Rousay 2023; Dunn 2024). While this is a signif-
icant area of concern, our focus remains on the textual aspects 
of cyberbullying, specifically analyzing comments and interac-
tions on social networks and online platforms.

2.3   |   Emotional and Psychological Abuse

This form of abuse involves manipulative or controlling lan-
guage aimed at undermining an individual's emotional well-
being (Akar  2025). Examples include gaslighting (Divon 
et  al.  2025; Thulin and Heinze  2025), persistent criticism 
(Aitken et al. 2025), and verbal assaults (Putri et al. 2025). While 
emotional and psychological abuse often overlaps with cyber-
bullying, especially since all forms of cyberbullying inherently 
involve emotional harm, it is important to distinguish between 
the two. Cyberbullying is more commonly associated with early 
life stages, such as during school or adolescence, whereas psy-
chological abuse can occur at any stage of life, including in re-
lationships with partners in adulthood (de la Villa Moral and 
Prieto 2022). So in our survey, we aim to establish a more fine-
grained distinction by categorizing and summarizing various 
forms of cyberbullying and their intersections with artificial 
intelligence, with a particular focus on LLMs. Regarding psy-
chological abuse, our inclusion criteria specifically exclude cases 
of psychological abuse occurring during childhood or other life 
stages unrelated to online interactions (Iyer et al. 2022), as our 
focus is solely on cyber abuse, and the realm of these kinds of ap-
plications is more related to the medicine area (Luo et al. 2022) 
or psychology (Ronneberg et al. 2024).

This form of abuse involves the use of manipulative or con-
trolling language intended to diminish an individual's emo-
tional stability and psychological well-being (Akar  2025). 
Common examples include gaslighting (Divon et  al.  2025; 
Thulin and Heinze  2025), persistent criticism (Aitken 
et  al.  2025), and direct verbal aggression (Putri et  al.  2025). 
Although emotional and psychological abuse frequently over-
laps with cyberbullying, given that all forms of cyberbullying 
inherently inflict emotional distress, it is important to dif-
ferentiate between the two. Cyberbullying typically emerges 
during earlier life stages, such as adolescence or school years, 
whereas psychological abuse may occur across the lifespan, 
including in adult intimate relationships (de la Villa Moral 
and Prieto 2022). In this review, we aim to draw a more pre-
cise distinction by organizing and summarizing the various 
forms of cyberbullying and their intersections with artificial 
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intelligence, with a particular emphasis on the role of LLMs. 
Concerning psychological abuse, we have specifically ex-
cluded instances that occur outside the context of online en-
vironments—such as those related to childhood trauma or 
non-digital interpersonal relationships—from our analysis 
(Iyer et al. 2022), as such cases fall more directly within the 
domains of clinical medicine (Luo et al. 2022) or traditional 
psychology research (Ronneberg et al. 2024).

2.4   |   Doxing

Doxing refers to the unauthorized publication of an individu-
al's private or personally identifiable information without their 
consent (Karimi et al. 2022). This form of cyber abuse can take 
various forms, such as posts or messages that expose sensitive 
details like home addresses, phone numbers, or other confiden-
tial data. Doxing is often comparable to a targeted data breach 
and is usually carried out with malicious intent—intended to 
threaten, harass, or cause reputational or emotional harm to the 
victim. On social media platforms, the consequences of doxing 
can be severe and may include:

•	 Privacy Violations: Doxing constitutes a serious breach of 
personal privacy by making sensitive information publicly 
accessible without consent. This exposure often results in 
unwanted scrutiny and targeted harassment (Bottlapally 
and Zhou 2025).

•	 Emotional and Psychological Impact: Individuals tar-
geted by doxing may suffer significant psychological conse-
quences, such as increased anxiety or fear stemming from 
the loss of control over their personal data (Shan et al. 2024).

•	 Professional Consequences: Doxing can have detrimen-
tal effects on a person's career, damaging professional re-
lationships, leading to job loss, and causing reputational 
harm (Solo 2025).

In the literature, it is essential to distinguish between doxing 
experienced by individuals and that which affects organiza-
tions (Herrera Montano et  al.  2022). This paper focuses ex-
clusively on the impact of doxing on individuals. Finally, it 
is necessary to mention that data leakage in the realm of ma-
chine learning can be related to the unintentional inclusion of 
information from the test set in the training process, this topic 
falls out of our analysis.

2.5   |   Trolling

According to Bishop (Bishop  2013), trolling is defined as “the 
activity of posting messages via a communications network that 
are intended to be provocative, offensive, or menacing.” This 
definition highlights that trolling involves posting inflamma-
tory or irrelevant messages with the intent to provoke or disrupt 
online conversations.

In the literature, various approaches categorize trolling not only 
by the content of the messages but also by the underlying inten-
tions. For example, De et al. (de la Vega and Ng 2018) identify 
four key aspects of trolling:

•	 Intention (I): The author's underlying purpose or motive 
behind the trolling activity.

•	 Intention Disclosure (D): This aspect evaluates whether 
the author is concealing their true (malicious) intentions 
from the audience.

•	 Intention Interpretation (R): This reflects how respond-
ers perceive and interpret the troll's intentions.

•	 Response Strategy (B): This describes the responder's re-
action to the trolling attempt, which may also be a form of 
trolling.

Trolling is a significant issue that requires attention, as high-
lighted by De et al. (de la Vega and Ng 2018). Their study found that 
in 26.9% of trolling incidents, the victims engage with the trolling 
attempt, often experiencing some form of emotional distress.

In our survey, we concentrate on the core aspects of trolling 
within social network conversations, specifically examining 
how trolling manifests through interactions in textual dia-
logues. We exclude from our analysis newer forms of trolling, 
such as those involving memes, as they represent a different 
avenue of exploration that falls outside the direct scope of con-
versational interactions (Hossain et  al.  2022; Suryawanshi 
et al. 2023).

2.6   |   Impersonation

Impersonation involves creating fake profiles or hacking into 
existing accounts to deceive others. Typically, impersonators 
target brands or well-known individuals, aiming to extract some 
form of value through their deception (Zarei et al. 2020).

Numerous studies have explored the issue of impersonation, 
with a particular focus on understanding its impact and vulner-
abilities. The findings from Yu et al. (2023) on the susceptibility 
of older adults to government impersonation scams highlight 
alarming trends that call for urgent, targeted interventions. 
Approximately 16% of participants engaged in conversations 
with an agent impersonating a government representative with-
out displaying skepticism, indicating a high risk of victimiza-
tion within this demographic. Even more concerning, 12% of 
participants willingly shared personal information, and nearly 
5% provided the last four digits of their Social Security number. 
While impersonation has been widely recognized and studied as 
a growing problem, efforts to detect and prevent these scams re-
main inadequate and underdeveloped, leaving vulnerable popu-
lations at continued risk.

Impersonation often relies on the use of altered images, deep-
fakes, or even biometric information of the scammed individ-
uals (Liu et  al.  2024). Also, we found a stream regarding the 
impersonations and infiltration between networks, as a kind of 
network attack (Shukla 2023). In this survey, we have excluded 
these types of impersonation detection methods, as they fall 
within the domain of image analysis. Our focus is on text-based 
detection based on textual indicators or features, such as sudden 
changes in language style or tone, and inconsistencies in per-
sonal information.
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2.7   |   Shaming and Cancel Culture

Shaming and cancel culture involve public criticism or ostracism 
of individuals based on their actions or statements, sometimes 
leading to online harassment. Public Shaming refers to criticiz-
ing or condemning individuals or groups in a public forum, often 
through social media posts, comments, or viral campaigns. This 
practice aims to invoke feelings of guilt or shame and can es-
calate quickly, resulting in widespread condemnation from the 
online community (Basak et al. 2019). Cancel Culture involves 
withdrawing support from individuals, organizations, or brands 
after they have made statements or engaged in actions deemed 
objectionable or offensive. Harmful Implications of Shaming 
and Cancel Culture:

•	 Emotional and psychological distress: Victims may ex-
perience significant emotional and psychological impacts, 
such as anxiety, depression, and a sense of isolation (Muir 
et al. 2023).

•	 Effect on free expression: The fear of public shaming or 
being “canceled” can discourage individuals from express-
ing their opinions or participating in discussions on import-
ant issues (Koivukari and Korpisaari 2021).

•	 Normalization of aggressive behavior: These practices 
can foster a hostile online environment, where aggressive 
behavior becomes normalized and further encouraged 
(Beres et al. 2021).

Although there is significant research addressing issues related 
to social networks such as Twitter, our survey specifically fo-
cuses on recent advancements involving language models or 
neural models published in academic journals. Consequently, 
some notable studies, such as those by Basak et al. (2019), Surani 
and Mangrulkar (2021), and Nalawade and Kulkarni (2021), are 
not included in our survey.

3   |   Methodology

As introduced in the introduction section, given the rapid devel-
opment of advanced language models and their growing impact 
on cyber abuse detection, a comprehensive review of the current 
literature is essential. While previous reviews have focused pri-
marily on well-established forms of cyber abuse, such as hate 
speech, there is a notable gap in the analysis of newer and un-
derexplored forms, including doxing, trolling, and imperson-
ation. This review aims to fill that gap by providing an in-depth, 
advanced analysis of how LMs and LLMs are being applied to 
these emerging issues. Unlike earlier reviews that predomi-
nantly concentrate on widespread techniques, our review takes a 
broader perspective, incorporating a wider range of cyber abuse 
types and evaluating the influence of cutting-edge AI models 
on the field. In this paper, we applied the PRISMA methodology 
(Moher et al. 2010) to conduct a thorough and systematic review 
aligned with our research objectives. The PRISMA methodol-
ogy is a standardized framework designed to enhance the trans-
parency and rigor of systematic literature reviews. It provides 
structured guidelines for identifying, screening, and selecting 
relevant studies, ensuring that the review process is compre-
hensive and reproducible. The PRISMA framework comprises 

four key stages: formulating research questions, developing a 
search strategy, defining eligibility criteria, and selecting rel-
evant studies. We have dedicated a section to each step of the 
PRISMA methodology, consolidating the eligibility criteria and 
relevant studies into a single section. It is important to note that 
the research questions are presented in the Introduction section. 
Therefore, this element is not included in the PRISMA method-
ology section, as we considered it essential to introduce this key 
information early in the paper.

3.1   |   Search Strategy

The vast majority of research in the field of textual cyber abuse 
detection focuses on hate speech and cyberbullying. To capture 
the most recent advancements, our search strategy is twofold. 
For hate speech, trolling, and cyberbullying, we have narrowed 
the results to papers that address these issues using cutting-
edge techniques based on LLMs. In contrast, for other forms of 
abuse—where research is less prominent—we have broadened 
our queries to include additional analysis-related terms. To en-
sure robust and comprehensive results, we focused our analysis 
on the Web of Science (WOS) database. This database exclu-
sively indexes peer-reviewed papers and encompasses other da-
tabases, such as IEEE Xplore and SpringerLink, allowing us to 
cover multiple indexed sources while benefiting from WOS's 
advanced search capabilities. The choice of WoS over other da-
tabases is supported by previous studies that have also employed 
the PRISMA methodology, highlighting its reliability and rele-
vance for systematic reviews (Florido-Benítez  2025; Bathaei 
and Štreimikienė 2023). For each topic, we used the following 
research queries.

•	 Hate Speech

TI = (“hate speech” OR “hate content” OR “hate messages”) 
AND AB = (“transformers” OR “GPT” OR “BERT” OR “T5” 
OR “LLMs” OR MISTRAL or Gemini OR LLAMA) AND 
TS = (“detection” OR “classification” OR “analysis”).

•	 Cyberbullying

TI = (“cyberbullying” OR “online harassment” OR “cyber 
harassment”) AND AB = (“transformers” OR “GPT” OR 
“BERT” OR “T5” OR “LLMs” OR MISTRAL or Gemini OR 
LLAMA) AND TS = (“detection” OR “classification” OR 
“prediction” OR “analysis”).

•	 Emotional and Psychological Abuse

(TI = (“emotional abuse” OR “psychological abuse” OR 
“verbal abuse” OR “emotional manipulation” OR “mental 
abuse” OR “emotional distress” OR “psychological distress” 
OR “emotional harm” OR “psychological harm” OR “emo-
tional violence” OR “psychological violence” OR “verbal 
harassment”)) AND AB = (“artificial intelligence” OR “nat-
ural language processing” OR “deep learning” OR “trans-
formers” OR “GPT” OR “BERT” OR “T5” OR “LLMs” OR 
MISTRAL or Gemini OR LLAMA)

•	 Doxing

(TI = ((“doxing” OR “doxxing” OR “doxing attack” OR 
“doxxing attack” OR “personal information exposure” OR 
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“personal data exposure” OR “data leakage” OR “identity ex-
posure” OR “identity disclosure” OR “public exposure” OR 
“private information leak” OR “information leak” OR “confi-
dential information disclosure” OR “online doxing” OR “on-
line doxxing” OR “Privacy-Disclosure” OR “PrivacyLeak” OR 
“private information”)) OR AB = (doxing)) AND TS = (“arti-
ficial intelligence” OR “machine learning” OR “natural lan-
guage processing” OR “data analysis” OR “deep learning” OR 
“transformers” OR “GPT” OR “BERT” OR “T5” OR “LLMs” 
OR MISTRAL or Gemini OR LLAMA) AND TS = (“detec-
tion” OR “prevention” OR “analysis”).

•	 Trolling

(TI = (trolling OR “online trolling” OR “internet trolling”)) 
AND TS = (“artificial intelligence” OR “machine learning” 
OR “natural language processing” OR “data analysis” OR 
“deep learning” OR “transformers” OR “GPT” OR “BERT” 
OR “T5” OR “LLMs” OR MISTRAL or Gemini OR LLAMA 
OR “neural networks”)

•	 Impersonation

(TI = (“impersonation” OR “identity theft” OR “fake pro-
files” OR “catfishing” OR “fake social media accounts “)) 
AND TS = (“artificial intelligence” OR “machine learning” 
OR “natural language processing” OR “data analysis” OR 
“deep learning” OR “transformers” OR “GPT” OR “BERT” 
OR “T5” OR “LLMs” OR MISTRAL or Gemini OR LLAMA 
OR “neural networks”)

•	 Shaming and Cancel Culture

(TI = (“shaming” OR “cancel culture” OR “public sham-
ing” OR “online shaming” OR “social shaming” OR “digital 
shaming” OR “shaming campaigns” OR “social ostracism” 
OR “public humiliation” OR “online humiliation” OR 
“reputation damage” OR “character assassination” OR 
“social backlash” OR “public backlash” OR “mob justice” 
OR “cyber shaming” OR “call-out culture” OR “name and 
shame” OR “internet shaming” OR “public reprimand”)) 
AND AB = (“artificial intelligence” OR “machine learning” 
OR “natural language processing” OR “data analysis” OR 
“deep learning” OR “transformers” OR “GPT” OR “BERT” 
OR “T5” OR “LLMs” OR MISTRAL or Gemini OR LLAMA 
OR “neural networks”) AND TS = (“artificial intelligence” 
OR “machine learning” OR “natural language processing” 
OR “data analysis” OR “deep learning”) AND TS = (“detec-
tion” OR “prevention” OR “analysis”)

3.2   |   Eligibility Criteria and Relevant Study 
Selection

Regarding the eligibility criteria, we have focused on journal 
papers published in the last 3 years (January 2022–December 
2024), as this period aligns with the significant advancements 
and widespread adoption of LLMs (Schillaci 2024). We selected 
papers that primarily involve text-based datasets, ensuring rel-
evance to our focus on LLMs. While some papers may also ad-
dress social network analysis through graph theory or image 
detection, they were only included if they incorporated a textual 
analysis component. For instance, a paper primarily centered on 
graph theory but also analyzing tweet content was considered. 

Additionally, we excluded survey-based studies focusing on psy-
chological assessments through participant responses, as our 
interest lies in the direct analysis of textual data rather than self-
reported experiences. Table 1 provides a summary of the inclu-
sion criteria and the final outcomes of the selected papers.

Finally, for relevant study selection, it is important to clarify that 
while some studies from 2019 to 2021 may appear in the survey, 
they are not part of the papers considered for our review. These ref-
erences are included to provide background and context for certain 
theoretical points or foundational methods used in the surveyed 
period. We found it necessary to include this research in order to 
provide valuable insights that enhance the understanding of our 
survey. The entire data flow for our methodology is (Table 1) de-
picted in Figure 2, which illustrates how we discarded and selected 
the final 87 papers from the WOS database based on our eligibility 
and inclusion criteria for relevant studies (Tables 2, 3, 4, 6).

4   |   Impact of Language Models on Hate Speech 
and Cyberbullying Detection

In this section, we conduct an analysis focusing on the adop-
tion of different LMs and LLMs for hate speech and cyberbul-
lying detection. To enhance clarity, the section is divided into 
two parts: hate speech detection (Section 4.1) and cyberbullying 
detection (Section 4.2). Acknowledging the rise of generative AI 
being used for harmful purposes, we have also included a sec-
tion that explores the generation of abusive content (Section 4.4).

4.1   |   Hate Speech Detection

The complexities of hate speech often necessitate the use of a 
combination of techniques and models to effectively address 
each specific task. In this context, Khan et al. (2022) proposed 
a system that utilizes BERT for embeddings, a CNN to capture 
spatial features of the text, and a BiLSTM to model sequential 
dependencies. The model also incorporates hierarchical atten-
tion, which assigns different weights to features extracted from 
both the CNN and BiLSTM outputs. This hierarchical attention 
mechanism is a key contribution, featuring two levels of atten-
tion: a high-level focus on the CNN outputs and a low-level focus 
on the BiLSTM outputs.

Gupta et  al.  (2021) highlighted that the main contribution of 
their paper was the application of BERT to the problem of hate 
speech detection. However, we found the most compelling as-
pect to be their comprehensive comparative analysis across four 
different datasets, with particular attention to fine-tuning and 
parameter adjustments. The authors achieved good results and 
provided insightful interpretations for each dataset.

Hate speech frequently targets specific groups or individuals based 
on characteristics such as race, gender, or sexual orientation. To 
address this issue, some studies have adopted multi-task, multi-
aspect, or dual-objective approaches, with ensemble methods 
often outperforming state-of-the-art models in this task. Mazari 
et al. (2024) introduced novel architectures that combine the pre-
trained BERT model with deep learning techniques, specifically le-
veraging ensemble learning strategies that incorporate Bi-LSTMs 
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and Bi-GRUs. Their approach effectively tackles multi-aspect hate 
speech, covering various forms such as identity-based hate and 
threats. Yun et  al.  (2023) tackle both hate speech detection and 
gender bias, which refers to the unfair or prejudiced treatment of 
individuals based on their gender. The authors proposed a BERT-
based ensemble model that integrates various pre-trained models, 
including Soongsil-BERT, KcELECTRA, BERT, and RoBERTa, to 
enhance detection accuracy.

The research emphasizes the effectiveness of combining multi-
ple pre-trained models using a weighting scheme that accounts 
for label distribution, improving performance on imbalanced 

datasets. To further address class imbalance, they applied data 
oversampling techniques, allowing the model to learn more ef-
fectively from underrepresented classes. Karayi˘git et al. (2022) 
made a similar contribution by focusing on homophobic and 
hate speech detection in the Turkish language. Their work 
stands out as one of the first contributions in this area, utiliz-
ing an M-BERT model for this task. Malik et al. (2024), the au-
thor also delves into the multifaceted nature of hate speech by 
not only developing a language model-based classifier for hate 
speech detection but also conducting community detection (Bedi 
and Sharma 2016) to gain deeper insights into the communities 
most affected by hate speech. The study particularly focuses on 

TABLE 1    |    Inclusion criteria and results summary.

Category
Inclusion 

years
Document 

type
Raw 

results Inclusion criteria
Final 

results

Hate speech 2022–2024 Article 52 Text and online related, accessible 48

Cyberbullying 2022–2024 Article 22 Text and online related, accessible 21

Shaming and cancel 
culture

2022–2024 Article 1 Text based and online related, accessible 1

Doxing 2022–2024 Article 12 Text-based and individuals' information 
related, private information related, accessible

3

Trolling 2022–2024 Article 16 Text based in online environments. 
Not meme-based, accessible

10

Impersonation 2022–2024 Article 6 Text based and online related, accessible 1

Emotional and 
psychological abuse

2022–2024 Article 12 Text based with possible applications 
in cyber abuse detection, accessible

3

FIGURE 2    |    Literature review—Data identification and collection flowchart.
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TABLE 2    |    Summary of hate speech detection studies using LLMs.

CITE (author, year) LM or LLM used?
Traditional 

techniques used? Unbalanced data handling

(Gupta et al. 2021) BERT None Partially Handled 
(acknowledged issue 

of imbalance)

(Alkomah et al. 2022) BERT, bi-LSTMS Random Forest, Naive 
Bayes, KNN, XG-Boost, 

Word2Vec, GLOVE, TF-IDF

Correctly handled with 
weighting and oversampling

(Mehta and Passi 2022) BERT + ANN, BERT 
+ MLP, LSTM

Decision Trees, Random 
Forest, Logistic Regression, 

Naïve Bayes

Handled using weight 
optimization

(Arcila-Calderón 
et al. 2022)

BERT NB, Logistic regression, 
SVM, RNN

Handled via instance 
weighting and 
macro-F1/AUC

(Ali et al. 2022) BERT, DistilBERT FastText + BiGRU Not handled, evaluated 
with macro-F1

(Toliyat et al. 2022) BERT, bi-LSTMs NB, KKN, XGBoost, 
Random Forest

Correctly handled 
and evaluated

(Khan et al. 2022) BERT, bi-LSTMs CNN Correctly evaluated on 
balanced/unbalanced 

configurations

(Althobaiti 2022) BERT SVM, Logistic Regression Partially handled with 
synthetic datasets

(Karayi˘git et al. 2022) M-BERT None Correctly handled 
using over-sampling/

undersampling

(Wullach et al. 2022) BiGRU, GPT-2 None Handled with data 
augmentation

(Husain and Uzuner 2022) AraBERT, ArabicBert, LSTM SVM, Bagging, RF, Logistic 
Regression, RNN

Correctly evaluated with 
macro-averaged measures

(Saleh et al. 2023) BERT, bi-LSTMS Word2Vec, Glove Not handled

(Singh et al. 2023) BERT, BiGRU None Not handled

(García-Díaz, Jiménez-
Zafra, et al. 2023)

BERT-based: BERTIN, 
BETO, BNE, M-BERT

None Discussed but not 
implemented

(Zhou et al. 2023) BERT SVM, CNN-GRU Not handled

(García-Díaz, Pan, 
et al. 2023)

FLAN-T5, LLAMA-2, mT0, 
Flan-Alpaca, ALBETO, 

BETO, DistilBETO, mBERT, 
MarIA, mDeBERTa, twHIN

None Not handled but evaluated 
from a binary perspective

(Montesinos-Cánovas 
et al. 2023)

BETO, MarIA, BERTIN, 
Distil-BETO, AlBETO, 

Multilingual BERT, mBERT, 
XLM, Multilingual DeBERTa, 

mDeBERTa, TwHIN-BERT

None Partially handled using 
weighted F1-score

(Su et al. 2023) RoBERTA GAN Not handled

(del Valle-Cano et al. 2023) BERT, BETO None Not handled but 
well-evaluated

(Continues)
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CITE (author, year) LM or LLM used?
Traditional 

techniques used? Unbalanced data handling

(Yun et al. 2023) Soongsil-BERT, Kc-
ELECTRA, BERT, RoBERTa

XGBoost Correctly handled with 
weighting and oversampling

(Saleh et al. 2023) BERT, bi-LSTMs Word2Vec Well evaluated with 
weighted metrics

(Ollagnier et al. 2023) mBERT, mUSE Multi-view Spectral Clustering Not handled, dataset 
adjusted by removing labels

(Arshad et al. 2023) RoBERTa FastText Not handled

(Bilal et al. 2023) BiLSTM, BERT Logistic Regression, XGBoost, 
Random Forest, CNN

Not handled

(Keya et al. 2023) BERT, GRU None Not handled

(Almaliki et al. 2023) BERT None Not handled but 
evaluated by class F1

(Faria et al. 2024) BERT, BanglaBERT, 
mBERT, Gemini, GPT-3.5

None Handled using weight 
optimization in the 

loss function

(Moreno-Sandoval 
et al. 2024)

BERT, RoBERTa, BETO, 
RuPERTa, GPT-3.5

None Not handled

(Ghosh and Senapati 2024) BERT, ALBERT, RoBERTa, 
and Distil-BERT, mBERT

None Well evaluated with 
weighted metrics

(Siddiqui et al. 2024) Distil-RoBERTa, mBERT, 
XLM-RoBERTa

None Not handled

(Garg et al. 2024) BERT, bi-LSTMS, Bi-GRU SVM, LR, ANN, RNN, GloVe Not handled

(Madhavi et al. 2024) BERT, BiGRU CNN Not handled

(Yadav and Singh 2024) BERT, DistilBERT None Well evaluated with 
weighted metrics

(Badri et al. 2024) BERT FastText Data augmentation using 
random word insertion

(Chhikara et al. 2024) BERT, GPT-2 None Handled with data 
augmentation

(Ansari et al. 2024) BERT, bi-LSTMs CNN Addressed with data 
augmentation techniques

(Sreelakshmi et al. 2024) BERT, DistilBERT, 
LaBSE, MuRIL, XLM, 

IndicBERT, FNET

SVM, Random Forest, 
Naive Bayes, KNN, 
Logistic Regression

Handled using cost-
sensitive learning

(Pookpanich and 
Siriborvornratanakul 2024)

BERT, XLM-RoBERTa, 
Distil-BERT, Wangchan-
BERTa, TwHIN-BERT

None Correctly handled 
using over-sampling

(Maity et al. 2024) BERT, bi-LSTMs FastText Not handled

(Anjum and Katarya 2024) BERT MLP, Logistic 
Regression, BoW

Not handled

(Nandi et al. 2024) BERT (mBERT) and 
Indic BERT

None Not handled, evaluated 
with multiple F1 measures

(Putra and Wang 2024) BERT CNN Correctly handled using 
class importance

(Continues)

TABLE 2    |    (Continued)
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religious, political, and ethnic communities, offering a compre-
hensive approach to understanding both the prevalence of hate 
speech and the groups that are disproportionately targeted. 
An important contribution is made by Alkomah et  al.  (2022), 
where the authors propose a combination of text features and 
psychological features for hate speech detection in a multiclass 
classification setting. Their study demonstrates that integrat-
ing these features enhances the performance of both BERT and 
Random Forest, with the latter proving to be a highly accurate 
model. Additionally, they propose the use of SMOTE (Synthetic 
Minority Over-sampling Technique) (Chawla et al. 2002; Suhas 
Bharadwaj et al. 2022) address the issue of imbalanced datasets, 
improving the robustness of their approach.

Su et  al.  (2023) proposed a semi-supervised system for hate 
speech detection that learns from a limited set of annotated 
examples while leveraging a larger pool of unannotated data. 
This approach is particularly beneficial in scenarios where la-
beled data are scarce. The model is built using a Generative 
Adversarial Network (GAN) in conjunction with RoBERTa as 
the encoder. The GAN consists of two primary components: a 
generator and a discriminator. The generator creates synthetic 
data that closely mimics the real data, while the discriminator 
evaluates the authenticity of the generated data in comparison 
to real data. This architecture enables the model to improve 
its ability to detect hate speech. The results show that the pro-
posed model achieves significant performance gains over the 
baseline RoBERTa model, particularly in terms of accuracy 
and Macro-F1, highlighting its effectiveness in semi-supervised 
learning scenarios. In a similar study, (Putra and Wang 2024) 
tackled hate speech detection using a semi-supervised approach 
by employing BERT as an encoder alongside a CNN architecture 

composed of three parallel branches to process the input embed-
dings. The authors introduced a method of generating pseudo-
labels for unlabeled data, where a model trained on the labeled 
data predicts labels for unlabeled instances, thereby expanding 
the training set. A notable enhancement in their model is the 
inclusion of a shared BERT layer that enables the model to learn 
from multiple datasets concurrently. This shared layer works 
alongside private layers dedicated to individual tasks; the shared 
layer captures generalized features relevant across tasks, while 
the private layers focus on task-specific nuances. The datasets 
used for training included Hatebase, Supremacist, Cybertroll, 
TRAC, and TRAC 2020. The BERT-3CNN model demonstrated 
substantial performance improvements, achieving an F1 score 
enhancement of 18% over state-of-the-art models.

One significant challenge in hate speech and other forms of 
cyber abuse detection is the lack of sufficient labeled examples 
to train robust models. Addressing this issue, while also aim-
ing to improve the explainability of typically opaque models, 
Ansari et al. (2024) investigate the impact of three distinct data 
augmentation techniques on two publicly available datasets: 
one containing comments from Facebook and YouTube, and 
another composed of tweets from Twitter, all labeled for hateful-
ness or neutrality. The augmentation techniques applied include 
Easy Data Augmentation, BERT-based paraphrasing, and Back 
Translation. EDA involves simple text manipulation methods 
to create additional training samples. BERT-based augmenta-
tion leverages the model to generate paraphrases by predicting 
masked words or producing semantically equivalent sentences. 
Back Translation translates text into another language and back 
into the original to produce syntactically varied but semanti-
cally similar sentences. For classification, the authors utilized 

CITE (author, year) LM or LLM used?
Traditional 

techniques used? Unbalanced data handling

(Ramos et al. 2024) BERTimbau, BERTimbau-
hatebr, mDeBERTa-hatebr, 
HateBERTimbau, GPT-3.5, 

Gemini-Pro, Mistral-7B-
Instructv0.3, CNN, LSTM

None Correctly evaluated with 
emphasis on positive F-score

(Malik et al. 2024) Urdu-RoBERTa, 
Urdu-DistilBERT

None Not handled, only 
weighted F1 used

(Pan et al. 2024) Mistral-7B-Instruct, 
Zephyr-7B, StableBeluga-7B, 

Tulu-2, LlaMa-2, Mistral-
7B-v0.1, BERT, RoBERTa, De-

BERTa, mBERT, AL-BERT, 
DistilBERT, XLM-RoBERTa

None Evaluated with macro and 
weighted F1, not handled

(Firmino et al. 2024) BERTimbau, Italian 
BERT, BERT, XLM-R

None Correctly handled with 
extensive evaluation

(Altinel et al. 2024) BERT TextGCN, Kmeans, 
Word2Vec, Doc2Vec, 

Glove, TF

Partially Handled 
(acknowledged issue 

of imbalance)

(Mazari et al. 2024) BERT, bi-LSTMS, Bi-GRU MLP Correctly evaluated with 
macro-averaged measures

TABLE 2    |    (Continued)
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Convolutional Neural Networks (CNNs) and Long Short-Term 
Memory (LSTM) networks. This approach not only addresses 
the data scarcity issue but also reduces the risk of overfitting, en-
hancing the models' generalization capabilities and improving 

their performance in real-world hate speech detection scenar-
ios. Wullach et al. (2022) proposed an intriguing approach that 
leverages HyperNetworks, a type of neural network architec-
ture designed to generate weights for another neural network, 

TABLE 3    |    Overview of cyberbullying detection research (sorted by year).

CITE (author, year) LM or LLM used?
Traditional 

techniques used?
Unbalanced data 

correctly processed?

(Ahmed et al. 2022) BERT, GPT-2, XLNet, 
RoBERTa, DistilBERT

SVM, XGBoost Handled effectively (dynamic 
query expansion)

(Maity et al. 2022) BERT, bi-GRU VecMap Not handled

(Abarna et al. 2023) BERT ELMO, XGBoost, FP-
Growth, LSA, K-Means

Partially handled (evaluated 
with weighted metrics)

(Muneer et al. 2023) BERT, bi-LSTMs CBOW, Word2Vec Partially handled (acknowledged 
issue of imbalance)

(Paul et al. 2023) BERT, bi-LSTMs SVM, logistic regression, 
CBOW, FastText, TF-IDF

Not handled

(Samee et al. 2023) BERT None Handled effectively (under-
sampling applied)

(Saini et al. 2023) BERT SVM + CNN Ensemble Partially handled (addressed 
via ROC curves)

(Razi and Ejaz 2024) m-BERT, muRIL None Not handled

(Kumar et al. 2024) DeBERTa, Longformer, 
BigBird, HateBERT, 

MobileBERT, DistilBERT, 
BERT, RoBERTa, ELECTRA, 

XLNet, GPT-4, Gemini

None Handled with data 
augmentation techniques

(Khafajeh 2024) BERT, bi-LSTMs CNN, TF-IDF Handled effectively (under-
sampling applied)

(Tabassum and 
Nunavath 2024)

BERT, DistilBERT, 
RoBERTa, GRU, LSTMs

CNNs Not handled

(Dobrojevic et al. 2024) BERT TF-IDF, XGBoost Partially handled (evaluated 
with weighted metrics)

(Umer et al. 2024) RoBERTa, BERT, bi-LSTMs GLOVE, Word2Vec, RF, 
SVM, KNN, NB, CNN

Not handled

(Ferrer et al. 2024) T5-small, MobileBERT None Handled with data 
augmentation techniques

(Chen et al. 2024) XLNet, bi-LSTM None Handled effectively (balanced 
dataset via over/under-sampling)

(Mahmud et al. 2024) BERT, XLM-RoBERTa, 
BiLSTM, CNN, GRU

SVM, logistic regression, 
RF, KNN, NB

Not handled

(Li, Zeng, et al. 2024) BERT, Graph Isomorphism 
Networks

XGB, RF, LR, KNN, 
ML, LGBM

Handled (SMOTE applied)

(Alfurayj et al. 2024) BERT, bi-LSTMs None Partially handled (evaluated 
with weighted metrics)

(Al-Harigy et al. 2024) BERT, bi-LSTMs, Sim-CSE None Handled with data 
augmentation techniques

(Mahdi et al. 2024) BERT None Not handled

(Alrowais et al. 2024) RoBERTa GloVe Not handled
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enabling efficient weight sharing across layers and operating 
at the character level. This character-level focus allows the 
model to effectively manage morphological variations and the 
noisy text commonly found in social media. Additionally, using 
GPT-2, the authors generated a large-scale corpus of synthetic 
hate and non-hate sequences to augment existing datasets, ef-
fectively addressing challenges related to limited labeled data 
and class imbalance. Badri et al. (2024) demonstrate how data 

augmentation enhances the accuracy of a BERT-based model 
for Arabic text. The authors propose using random word inser-
tion as an augmentation technique to generate new examples, 
thereby improving model performance and overall data quality.

One of the most comprehensive datasets for hate speech de-
tection is presented by Toliyat et al. (2022), comprising over 10 
million tweets related to COVID-19 and hate speech targeting 

TABLE 4    |    Overview of other ways of textual cyber abuse detection.

CITE (author, 
year)

Cyber abuse 
type

Advanced NN 
model/LLM used?

Traditional 
techniques used? Unbalanced data processed?

(Aarthi and 
Chelliah 2022)

Shaming DRNN SVM Not handled

(Li et al. 2022) Doxing DNN Regularization Handled effectively including 
regularization terms to 

the training loss

(Aarthi and 
Chelliah 2023)

Doxing biLSTM, biGRU SVM Partially handled

(Miao et al. 2024) Doxing deBERTa, BiLSTM None Not handled

(Jang et al. 2022) Emotional 
abuse

BERT LDA Not handled

(Chen et al. 2022) Emotional 
abuse

None Logistic regression, 
RF, ANN

Not handled

(Alemu et al. 2023) Emotional 
abuse

LSTM, GMM None Partially handled, taken into account 
in the experimentation design

(Uyheng et al. 2022) Trolling BERT, LSTM Logistic Regression, 
SVM, RF

Not handled

(MacDermott 
et al. 2022)

Trolling biLSTM, biGRU None Handled effectively by means 
of under-sampling

(Bakar et al. 2023) Trolling None SVM Handled effectively with class 
weighting and RBF kernel in SVM

(Nepomuceno 
et al. 2023)

Trolling None LDA, MLP Not handled

(Ezzeddine 
et al. 2023)

Trolling LSTM None Handled effectively by means 
of under-sampling

(Cranmer 
et al. 2024)

Trolling BERT None Not handled

(Asif et al. 2024) Trolling GCN, GloVe None Not handled

(Sultan et al. 2024) Trolling DeBERTa, GPT 2, 
GPT 4, BERT, XLnet

None Handled effectively by 
means of over-sampling

(Been Choi 
et al. 2024)

Trolling BiLSTM CNN, XGboost, RF Handled effectively by 
means of over-sampling

(Swed et al. 2024) Trolling None Random forest Handled effectively 
compensating in the algorithm 

the unequal distribution

(Huang et al. 2021) Impersonation None Gaussian Dist., 
Euclidean Dist.

Not handled

(Mewada and 
Dewang 2024)

Impersonation CNN None Not handled
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Asian communities. The authors collected this dataset by crawl-
ing Twitter using specific keywords. To establish a reliable 
ground truth, they manually annotated 3000 hate speech ex-
amples from the dataset proposed by He et  al.  (2021). This 
manually labeled subset was then leveraged to label the entire 
10 million tweets. The study also conducts an extensive evalu-
ation of various machine learning approaches, including deep 
learning, transformer models, and traditional machine learning 
techniques, across different configurations of balanced and im-
balanced datasets.

To address the scarcity of hate speech research in languages 
other than English, which has over 60% of efforts in this field 
(Pikuliak et al. 2021), Firmino et al. (2024) proposed the use of 
cross-lingual methodologies. The authors first gathered data 
from English and Italian, leveraging these larger datasets to 
train language models such as BERT. In a subsequent step, they 
fine-tuned the model on the target language, Portuguese, using 
smaller datasets. The results demonstrated the effectiveness of 
this cross-lingual approach, achieving an F1-measure of 92% 
on the OffComBr-2 corpus. The study's findings highlight that 
incorporating Latin-based languages, like Italian, significantly 
improves hate speech detection in Portuguese, showcasing the 
potential of transfer learning in enhancing performance for low-
resource languages.

Zhou et al. (2023) introduced a manually annotated dataset com-
prising posts from HackForums, Stormfront, and Incels.co, fo-
cusing on the prevalence and nature of hate speech across these 
platforms. The study revealed that while underground forums 
like HackForums exhibited lower levels of hate speech, extrem-
ist platforms had significantly higher volumes, driven by specific 
ideologies. To address the challenge of hate speech detection, 
the authors employed BERT and explored two methods: span 
prediction and sequence labeling. Additionally, the paper eval-
uated several models beyond BERT, including a Convolutional 
Neural Network with Gated Recurrent Units (CNN-GRU) and a 
SVM. The SVM, trained with multi-platform data, achieved the 
highest F1-score on the HatEval test set, indicating its strength 
in cross-platform detection. However, BERT outperformed the 
other models in detecting hate speech on the Extremist forums 
and HackForums test sets, demonstrating its superior ability to 
capture the linguistic nuances of hate speech within these con-
texts. A hybrid model combining CNN and GRU with BERT-
based encoding is proposed by Madhavi et al. (2024), reinforcing 
ideas from prior research and demonstrating the necessity of 
specialized models to capture the nuances of hate speech.

Hate speech is a global issue that remains unexplored in 
many languages. del Valle-Cano et  al.  (2023) introduce 
SocialHaterBERT, a model designed for hate speech detection 
that is trained in both English and Spanish. This research builds 
upon the HaterNet algorithm by leveraging the capabilities of 
BERT. One of the most significant contributions of this study to 
the state of the art is the incorporation of social network features 
into the classification model. By analyzing statistics and char-
acteristics derived from the interaction graph of Twitter users, 
the model enhances its ability to detect hate speech by consid-
ering not only the content of the messages but also the social 
context in which they are shared. The results demonstrate that 
SocialHaterBERT outperforms HaterBERT by 4% and shows a 

19% improvement over the original HaterNet algorithm. These 
findings underscore the importance of integrating user char-
acteristics into hate speech detection systems, as this approach 
allows for a more nuanced and contextual understanding of the 
messages being analyzed. The study concludes that the fusion 
of user profile data with textual analysis not only enhances the 
detection capabilities of hate speech models but also paves the 
way for new research opportunities in the field of cyber abuse.

Ramos et  al.  (2024) conducted an exhaustive review that sys-
tematically evaluates various transfer learning models for hate 
speech detection in European Portuguese, focusing particu-
larly on BERT-based models and generative models. The study 
utilized two distinct annotated corpora consisting of YouTube 
comments and Twitter tweets to assess model performance. The 
findings reveal that the HateBERTimbau model achieved the 
highest F-score of 87.1% on the YouTube corpus, while GPT-3.5 
performed best on the Twitter corpus with an F-score of 50.2%. 
The evaluation was centered on the positive classes, ensuring 
robustness in the results despite the absence of oversampling or 
undersampling techniques, demonstrating the models' efficacy 
in handling class imbalances within the datasets.

García-Díaz, Jiménez-Zafra, et  al.  (2023), compiled existing 
Spanish-language datasets, such as the MisoCorpus 2020, AMI 
2018, HaterNet, and HatEval 2019, creating a valuable resource 
for analyzing hate speech across different contexts. The study 
focuses on knowledge integration strategies, which combine 
diverse feature sets to build more robust detection systems. 
Specifically, the authors proposed a method that fuses linguis-
tic features with transformer-based models. These linguistic 
features include morphosyntactic, semantic, stylometric, and 
negation-related elements. For the detection process, they uti-
lized Spanish BERT variants like BETO and BERTIN to improve 
accuracy. Additionally, the authors introduced a model resolver 
that integrates various feature sets, employing ensemble learn-
ing techniques to further enhance the system's ability to detect 
hate speech in Spanish-language texts. This approach demon-
strates the value of combining linguistic insights with advanced 
machine learning techniques for more nuanced hate speech de-
tection. García-Díaz, Pan, et al. (2023), investigate the effective-
ness of Zero-Shot Learning (ZSL) and Few-Shot Learning (FSL) 
strategies for hate speech detection in low-resource languages, 
specifically focusing on Spanish applications. The study evalu-
ates the performance of various generative models, including T5, 
BLOOMZ, and Llama-2, in detecting hate speech. The research 
explores the cross-lingual capabilities of these models, assessing 
their effectiveness in both English and Spanish contexts. Under 
ZSL conditions, the models classify hate speech without prior ex-
amples, relying on descriptive prompts of hate speech categories 
to infer classification based on their contextual understanding. 
In FSL, the models are provided with a small number of labeled 
examples (typically five) per hate speech category, which are in-
cluded in the prompts to help the models grasp the nuances of 
the task. Llama-2 consistently outperformed other models, espe-
cially in English datasets, demonstrating that generative models 
can effectively bridge the gap between data scarcity and accu-
rate hate speech detection. Similarly, Pan et al. (2024) examine 
the effectiveness of various models in detecting hate speech and 
cyber abuse, with a particular emphasis on sexism. The study 
evaluates several models, including BERT, RoBERTa, DeBERTa, 
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mBERT, ALBERT, DistilBERT, and XLM-RoBERTa, using both 
fine-tuning and contextual learning approaches, such as zero-
shot and few-shot learning. An in-depth error analysis is also 
conducted, revealing challenges like difficulties in differenti-
ating between hate speech categories and handling figurative 
language. Siddiqui et  al.  (2024) explore various types of hate 
speech, including discrimination based on disability, gender, 
nationality, race, and religion, within the domain of multilin-
gual text, particularly in English, Urdu, and Sindhi. The study 
highlights the effectiveness of XLM-RoBERTa in multilingual 
contexts while also emphasizing the need for improved data 
quality and language-specific models to further enhance hate 
speech detection in low-resource languages. Moreno-Sandoval 
et al.  (2024) also explore other forms of cyber abuse related to 
hate, particularly in the context of sexuality and misogyny. The 
authors propose a pipeline that leverages various text represen-
tations using different BERT-based techniques, some of which 
are trained on Spanish content. In the final classification layer, 
they also incorporate GPT. Their results indicate that the BERT 
model achieves an accuracy of 83.6% for hate speech detection, 
while the GPT model outperforms it, reaching 90.8% accuracy 
for detecting racist speech and 90.4% for misogyny detection. 
These findings highlight the promising capabilities of LLMs in 
capturing specific nuances of cyber abuse. Additionally, Faria 
et al. (2024) demonstrates that GPT excels in a few-shot config-
uration for Bengali text. The authors employ novel prompting 
strategies using Gemini and GPT, along with class-balanced 
weighting, to enhance model training and improve performance 
across various hate speech categories. Their results reveal that 
LLMs not only achieve higher detection accuracy but also ex-
hibit greater adaptability in real-time applications. This suggests 
that LLMs could revolutionize the fight against online hate 
speech in Bengali-speaking communities, addressing a critical 
gap in existing methodologies.

Another significant challenge in low-resource languages is the 
lack of available datasets, obstructing the development of effec-
tive models for tasks like hate speech and cyberbullying detec-
tion. Recently, there has been a growing trend of research papers 
proposing their own datasets for these underrepresented lan-
guages, which is highly valuable for advancing research beyond 
English. Expanding the review of the influence of transformer-
based models in low-resource languages and the multilingual 
domain, (Ghosh and Senapati  2024) introduces two new hate 
speech datasets for binary classification tasks across Hindi, 
Marathi, Bangla, Assamese, and Bodo. The study evaluates var-
ious transformer-based models, comparing the performance of 
both monolingual and multilingual approaches. Montesinos-
Cánovas et al. (2023), the authors introduced a novel multi-label 
corpus of 7483 manually annotated tweets, categorized into 
four classes: safe, aggressive, misogynistic, and racist, specifi-
cally within the context of Spanish football matches. They em-
ployed state-of-the-art pre-trained LLMs like BETO, MarIA, 
and multilingual BERT to develop an ensemble classifier. The 
model achieved an impressive macro-weighted F1-score of 
88.71%, demonstrating its effectiveness in identifying and clas-
sifying various forms of abusive content, including aggression, 
misogyny, and racism. The study highlighted that while indi-
vidual LLMs performed well, their combination with linguis-
tic features—such as proper nouns, contextual keywords, and 
psycho-linguistic elements—led to a significant improvement 

in classification accuracy. The authors noted that the models 
showed strong results across different hate speech categories, 
though they also identified opportunities for further enhance-
ment by expanding the dataset and refining the classifiers to 
better capture a broader spectrum of cyber abuse expressions in 
sports-related social media content.

Sreelakshmi et  al.  (2024) developed an annotated CodeMix 
Malayalam-English hate speech corpus and conducted an in-
depth study on detecting hate speech and offensive language in 
CodeMix texts from Dravidian languages, specifically Kannada, 
Malayalam, and Tamil. Their key contributions include the in-
troduction of a cost-sensitive learning approach to address class 
imbalance in the datasets and a thorough evaluation of various 
multilingual transformer models such as BERT, DistilBERT, 
LaBSE, and MuRIL, alongside traditional machine learning 
techniques like SVM. The results demonstrated that models 
such as MuRIL and DistilBERT outperformed others, achiev-
ing notable accuracy and F1-scores, highlighting their effec-
tiveness in hate speech detection in CodeMix text. Similarly to 
previously reviewed works, Almaliki et al. (2023) introduced a 
new dataset comprising ~10,000 annotated tweets specifically 
for hate speech detection in the Arabic language. To evaluate 
the dataset's effectiveness, they conducted experiments using 
BERT models. Urdu has garnered significant attention in recent 
years, with researchers increasingly focusing on the language's 
unique nuances. Ali et  al.  (2022) contributed to this growing 
body of work by compiling a dataset of around 20,000 tweets 
using the open-source tool Twint, specifically targeting hate 
speech-related keywords. The study explores the effectiveness of 
transfer learning techniques, utilizing pre-trained transformer 
models like BERT to tackle the challenges of hate speech detec-
tion in Urdu. In a similar approach, Arshad et al. (2023) present 
their work on hate speech detection. This study leverages trans-
fer learning techniques with RoBERTa, specifically tailored 
for Urdu, to address the challenges associated with detecting 
hate speech in this underrepresented language. Also in Urdu, 
Bilal et al. (2023) introduced a new dataset comprising 173,714 
Roman Urdu hate speech examples and conducted a compara-
tive analysis between deep learning and transformer models on 
this dataset.

Nandi et al. also highlight the potential of using pre-trained lan-
guage models to construct an ensemble method for hate speech 
classification, particularly focusing on low-resource Indian 
languages (Nandi et  al.  2024). The study introduces a feature 
fusion-based ensemble model designed to detect hate speech in 
Bengali, Marathi, and Hindi. The approach leverages two pre-
trained language models: multilingual BERT (mBERT) and 
IndicBERT. The features extracted from both models are concat-
enated, and a traditional softmax layer is employed to perform 
the final classification. This fusion of feature representation 
proved effective, with the model achieving weighted F1 scores of 
0.923 for Bengali, 0.815 for Hindi, and 0.924 for Marathi, signifi-
cantly outperforming existing benchmarks for the Bengali and 
Marathi datasets. In the multimodal domain of English, Hindi, 
and Hindi-English, (Singh et  al.  2023) proposed an ensemble 
model combining mBERT and GRU, a type of recurrent neural 
network that is particularly well-suited for handling sequential 
data such as text, further advancing performance in multilin-
gual hate speech detection. For hate speech detection in Bengali, 
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Keya et al. (2023) proposed the same combination of BERT ar-
chitecture combined with GRU.

Arcila-Calderón et al. (2022), introduced an ad hoc dataset man-
ually annotated for the detection of hate speech and racist mes-
sages, specifically focusing on topics related to migration and 
refugees. The dataset primarily comprises Spanish-language 
messages but has been extended to include messages in Greek 
and Italian as well, making it more comprehensive in its cov-
erage of multilingual hate speech. The authors conducted a 
comparative analysis of traditional data mining techniques, 
deep learning architectures, and transformer-based models 
for binary classification of hate speech. The results indicated 
that deep learning and transformer models significantly out-
performed traditional algorithms, demonstrating superior 
performance metrics in detecting hate speech across different 
languages. The study emphasizes the importance of developing 
high-quality, validated datasets as a fundamental step for train-
ing effective and reliable predictive models in the domain of hate 
speech detection. This work underscores the critical role that di-
verse, annotated datasets play in enhancing the accuracy and 
generalizability of machine learning models across multilingual 
contexts.

Maity et  al.  (2024) proposed a novel tagged dataset for hate 
speech detection in the Thai language. A key contribution of 
this work is the incorporation of sentiment analysis through a 
systematic annotation process, where each social media post 
is labeled with both hate speech and sentiment information. 
To classify hate speech, the study employs a dual-channel 
multitask model called ThaiCaps, which integrates both 
BERT and FastText embeddings. BERT effectively captures 
contextual information and semantic nuances, while FastText 
offers character-level features, enhancing the model's robust-
ness against the noisy nature of social media data. This mul-
titask approach enables the model to simultaneously tackle 
hate speech detection and sentiment analysis, leveraging the 
interrelated nature of these tasks to improve overall perfor-
mance. The results from the ThaiCaps model are impressive, 
achieving an overall accuracy of 89.67% and a macro F1 score 
of 89.79% for hate speech detection, alongside accuracy and F1 
scores of 80.92% and 80.97% for sentiment detection, respec-
tively. This highlights the model's effectiveness in addressing 
both hate speech and sentiment analysis within the Thai lan-
guage context.

In the context of Arabic language hate speech detection, 
Althobaiti  (2022) and Husain and Uzuner  (2022) explored the 
use of BERT architectures to enhance performance in this area. 
Husain and Uzuner  (2022) conducted a comparative analysis 
between traditional models and BERT, emphasizing the impor-
tance and different approaches to preprocessing for improving 
hate speech detection. Their study revealed significant variations 
in classifier performance based on the preprocessing techniques 
employed. While traditional classifiers like SVM demonstrated 
better results with fully processed text, BERT-based models ex-
celled with targeted preprocessing methods, such as emoji con-
version and dialect normalization. Althobaiti  (2022) proposed 
a BERT-based classification system that integrates sentiment 
analysis features and emoji transcriptions into the model's fea-
ture set. The incorporation of sentiment features led to a modest 

improvement in the model's overall performance. Additionally, 
the impact of emoji transcriptions on the model's effectiveness 
varied depending on the size of the annotated dataset and the 
uniqueness of the emojis as distinguishing features. The poten-
tial of incorporating emotional features and tone analysis is fur-
ther explored in (Anjum and Katarya 2024), where the authors 
propose a multilingual hate speech detection model that com-
bines BERT with a Multilayer Perceptron (MLP) and a Logistic 
Regression classifier. This approach aims to effectively analyze 
hate speech across multiple languages. A key feature of their 
system is the incorporation of a profanity detection technique, 
which leverages a curated list of profane words to assess the 
emotional tone of tweets, thereby enhancing the model's ability 
to accurately identify hate speech.

Pookpanich and Siriborvornratanakul  (2024), the authors in-
vestigated the impact of hate speech in live-streaming messages 
during football matches, focusing specifically on detecting 
offensive language in Thai YouTube live chat. The study uti-
lized five transformer-based language models: BERT, XLM-
RoBERTa, DistilBERT, WangchanBERTa, and TwHIN-BERT. 
They carried out an implementation of a two-stage labeling pro-
cess, combining automated and manual labeling to enhance the 
quality of the dataset, which consists of over 2 million messages 
categorized as neutral, positive, negative, or hate speech. The 
authors placed special emphasis on identifying negative mes-
sages with offensive content, paying attention to the intricacies 
of Thai slang and colloquial language, which are often indica-
tors of hate speech. To address the challenge of class imbalance, 
they introduced “fake hate speech” messages—containing hate 
speech keywords without necessarily being abusive—helping to 
balance the dataset and improve model training. Results showed 
that WangchanBERTa, in particular, achieved the best perfor-
mance, with high accuracy, precision, recall, and F1-scores, 
highlighting its effectiveness in detecting nuanced hate speech 
in the Thai language.

Most studies on hate speech detection rely on deep learning-
based classification models, which often function as “black 
boxes” with limited interpretability. Mehta and Passi (2022), the 
authors take a different approach by focusing on model explain-
ability. They apply interpretability techniques such as SHAP 
(Shapley Additive Explanations) (Lundberg and Lee 2017) values 
and LIME (Local Interpretable Model-agnostic Explanations) 
(Ribeiro et al. 2016) to shed light on the decision-making pro-
cesses of various models. LIME, in particular, is applied to pre-
dictions made by both traditional classifiers and deep learning 
models like BERT variants. It generates local explanations by as-
signing weights to individual words, revealing how much each 
word contributes to the model's decision on whether a comment 
contains hate speech. The study evaluates a combination of tra-
ditional machine learning techniques alongside more advanced 
deep learning architectures, such as BERT integrated with dif-
ferent kinds of traditional neural network architectures. The 
results show that BERT-based models significantly outperform 
traditional classifiers, achieving accuracies of up to 93.67%. By 
employing explainability techniques like LIME, the authors not 
only enhance the performance of hate speech detection mod-
els but also make them more transparent, offering valuable 
insights into how specific words or phrases influence the pre-
dictions. Similarly, (Garg et al. 2024) utilized SHAP values and 

 19424795, 2025, 3, D
ow

nloaded from
 https://w

ires.onlinelibrary.w
iley.com

/doi/10.1002/w
idm

.70029 by Spanish C
ochrane N

ational Provision (M
inisterio de Sanidad), W

iley O
nline L

ibrary on [19/08/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



17 of 38

LIME to gain interpretability insights into hate speech detec-
tion, conducting a robust study on which words have the most 
influence in toxic messages. The integration of XAI techniques 
provided transparent insights into model predictions, with a 
BERT and Bi-GRU fusion under an ensemble model achiev-
ing the best results. Their findings demonstrate that ensemble 
methods outperform single-model systems by 2%, highlighting 
their effectiveness. LIME interpretations are also used by Saleh 
et  al.  (2023), where BERT outputs are analyzed through this 
technique. In this study, the authors propose the use of trans-
fer learning with BERT and a Bi-LSTM classifier, leveraging 
domain-specific word embeddings alongside Word2Vec em-
beddings. Their results demonstrate that BERT achieves supe-
rior performance compared to other approaches. Building on 
this, (Yadav and Singh 2024) take a step further by introducing 
HateFusion, an interactive tool designed for both explicit and 
implicit hate speech detection using XAI techniques. The study 
employs DistilBERT and BERT as language models, with BERT 
proving to be the most accurate. Additionally, SHAP, and LIME 
are utilized for explainability, and BertViz is incorporated to en-
hance model interpretability. These approaches bridge the gap 
between model accuracy and interpretability, making the mod-
els more trustworthy and actionable.

Saleh et al.  (2023) approached hate speech detection from two 
distinct approaches: one utilizing BERT and the other focusing 
on constructing an extensive hate speech-specific word embed-
ding to serve as features for a biLSTM classifier. The primary 
contribution of the paper is the creation of this comprehensive 
word embedding, which was trained on a curated dataset com-
prising ~1 million sentences sourced from hate speech domains 
on Twitter. By building the embedding in an unsupervised 
manner, the authors provide a valuable resource that captures 
the nuances and context of hate speech language. The results 
demonstrated that this method, which combines unsupervised 
word embedding with a biLSTM classifier, is highly effective, 
achieving state-of-the-art performance. The study under-
scores the potential of leveraging unsupervised techniques in 
the hate speech detection domain, suggesting that they can be 
competitive.

The effectiveness and necessity of unsupervised techniques 
in understanding hate speech are explored in Ollagnier 
et al. (2023), where the authors conduct a fine-grained analysis 
of hate speech through multiple perspectives, including the type 
of hate, its directness, and target. They undertake community 
detection and clustering experiments using a novel approach 
that models cyberbullying as a graph structure. The process be-
gins with generating embeddings using mBER and multilingual 
Universal Sentence Encoder (mUSE). They then compute sim-
ilarities between the embeddings to construct a similarity ma-
trix, from which a graph is built with tweets as nodes and edges 
representing the similarity scores. This graph serves as the basis 
for community analysis and clustering, employing Multi-view 
Spectral Clustering. The resulting clusters provide valuable in-
sights into the different forms of hate speech, their interactions, 
and how they manifest across various contexts. The importance 
and effectiveness of hybrid systems that combine unsuper-
vised and supervised learning methods are also emphasized by 
Altinel et al. (2024). In their work, the authors developed a sys-
tem that integrates K-means clustering, BERT, and a textGCN 

classification layer for hate speech detection. In this hybrid ap-
proach, the test set is first partitioned into k subclusters using the 
K-means algorithm. Subsequently, for each distinct subset iden-
tified by the features resulting from the K-means division, the 
textGCN technique is applied. Additionally, the authors intro-
duced a manually labeled dataset for hate speech in the Turkish 
language, further contributing to research in this domain.

Finally, Chhikara et al. (2024), delve into the issue of automated 
accounts spreading hate speech, focusing on identifying and 
differentiating AI-generated hate speech from genuine human-
generated content. They introduce a Giant Language Model 
Test Room (GLTR), a tool designed to analyze and detect the au-
thenticity of text produced by large language models. The tool 
combines BERT and GPT-2 to effectively tackle this challenge. 
BERT is fine-tuned on labeled datasets to classify individual 
words and phrases, enabling it to detect instances of hate speech 
based on contextual meanings. Meanwhile, GPT-2 is employed 
to generate synthetic examples of hate speech, which are then 
used to augment the training data, enhancing the model's ability 
to recognize various patterns. The outputs of BERT and GPT-2 
are combined to evaluate how effectively generative hate speech 
examples can be detected. This innovative approach provides 
valuable insights into the challenge of identifying AI-generated 
hate speech, a topic that will be further explored in Section 4.4.

4.1.1   |   Quantitative Analysis of Hate Speech Detection 
Leveraging LMs and LLMs

In this quantitative analysis (Table  2), we examine the preva-
lence of various language models used in the reviewed papers, 
as well as their approaches to handling unbalanced data.

BERT and its variants—such as BETO, DistilBERT, mBERT, 
and BERTIN—are the most frequently employed models, ap-
pearing in nearly 95% of the studies. This underscores BERT's 
dominance in natural language processing tasks, particularly in 
hate speech detection. Specifically, the base BERT model alone 
is present in 75% of the reviewed papers. A notable trend is the 
increasing use of multilingual and language-specific BERT vari-
ants, reflecting a growing focus on hate speech detection across 
different languages.

Beyond BERT, RoBERTa and its derivatives appear in 20% of 
the studies. Large language models (LLMs) such as Mistral, T5, 
LLaMA, and GPT have a more limited presence, collectively 
appearing in 6.25% and 10.42% of the studies, respectively. 
Additionally, the emerging Gemini model is found in 4.17% of 
the papers. These findings suggest that while newer LLMs are 
gaining traction, BERT remains the dominant choice, particu-
larly excelling in hate speech detection. Notably, BERT is fre-
quently combined with LSTM models for classification tasks. Its 
widespread adoption is further driven by the nature of recent 
publications, which primarily focus on fine-tuning BERT for 
various languages, making it highly suitable for transfer learn-
ing applications.

In addition to transformer-based architectures, several clas-
sical and deep learning models are still in use. GRUs (Gated 
Recurrent Units) are employed in 16.67% of the studies, while 
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CNNs appear in 14.58%. Traditional machine learning models, 
such as XGBoost (8.33%), Random Forest (12.5%), and SVMs 
(12.5%), continue to play a role, particularly in feature-based 
text classification. Vector-based embedding techniques, includ-
ing Word2Vec, GloVe, and FastText, are used in 14.58% of the 
studies.

Regarding the handling of unbalanced data, approaches vary 
significantly. A total of 27.08% of studies employ techniques 
such as data augmentation, oversampling, or undersampling to 
address class imbalance. However, 41.67% of papers do not ad-
equately tackle this issue, potentially leading to biased model 
performance. Meanwhile, 31.25% of studies implement partial 
mitigation strategies, often relying on robust evaluation met-
rics such as weighted F1 scores to assess model effectiveness. 
Weighted metrics emerge as the most frequently used approach 
for handling unbalanced datasets.

Overall, these findings highlight the continued preference for 
BERT-based models in hate speech detection, emphasizing 
their adaptability across languages and fine-tuning capabilities. 
While newer models like Mistral and T5 are being introduced, 
their adoption remains relatively low compared to BERT and 
RoBERTa. Additionally, the inconsistent use of data imbalance 
mitigation techniques suggests that more comprehensive strate-
gies are needed to ensure fair and unbiased model performance.

4.2   |   Cyberbullying Detection

With the exponential growth of internet users and the increas-
ing prevalence of social media, harmful behaviors like cyber-
bullying have become widespread. Detecting cyberbullying, 
however, remains a challenging task due to the linguistic sub-
tleties and contextual nuances often embedded in offensive 
language. Traditional approaches rely heavily on extensive 
human-annotated datasets, which are both time-consuming 
and costly to produce. In an effort to overcome these limitations, 
Al-Harigy et  al.  (2024) propose a novel approach using Deep 
Contrastive Self-Supervised Learning (DCSSL). This method 
automates data augmentation and labeling, enabling the train-
ing of models on larger datasets without the need for extensive 
manual intervention. By starting with a small, labeled dataset, 
the model identifies similar examples in unlabeled data, effec-
tively generating new instances that capture the complex nature 
of cyberbullying language. To automate the labeling process, a 
fine-tuned sentence encoder is used to compute sentence sim-
ilarities, assigning pseudo-labels to unlabeled data based on 
their resemblance to labeled examples. The model combines 
BERT with a Bi-LSTM network to leverage the strengths of both 
architectures, resulting in richer sentence representations. The 
DCSSL model achieves a macro-averaged F1 score of 0.9231, 
significantly outperforming baseline models in detecting cyber-
bullying. In a similar way, Khafajeh (2024) proposed a hierar-
chical architecture by comparing CNN and LSTM models for 
cyberbullying detection. They also utilize BERT for a traditional 
cyberbullying classification task, achieving the best results with 
this approach.

Has we shown in Section 2 cyberbullying is closely linked to sig-
nificant psychological and emotional distress. In this context, 

Maity et al. (2022) approach the issue of cyberbullying from the 
perspective of sentiment and emotional analysis. They point 
out a notable gap in existing research, which often overlooks 
the integration of sentiment and emotion data for detecting cy-
berbullying—especially in code-mixed languages like Hindi 
and English. To address this, the authors developed a multi-
task, multimodal framework that incorporates both sentiment 
and emotion analysis to enhance the detection of cyberbully-
ing. Their contribution includes the creation of a novel dataset, 
BullySentEmo, annotated with labels for cyberbullying, sen-
timent, and emotion. The proposed framework utilizes BERT 
and VecMap embeddings along with a bi-GRU model to analyze 
both text and emoji modalities. The results are impressive, with 
accuracy rates of 82.05% for cyberbullying detection, 77.87% for 
sentiment analysis, and 58.05% for emotion recognition. The 
study underscores the crucial role of sentiment and emotional 
cues in cyberbullying detection, revealing that posts labeled 
as bullying tend to exhibit negative sentiments and emotions 
such as anger and disgust. Also focusing on emotional features 
within a privacy-preserving framework, Samee et al. (2023) in-
troduce an innovative federated architecture aimed at enhanc-
ing both the security and accuracy of cyberbullying detection 
models. A key contribution of the study is the introduction of 
eight novel emotional features extracted from textual tweets, 
which provide deeper insights into the emotional undertones of 
messages, thereby improving the detection of cyberbullying in-
stances. The authors address the challenge of imbalanced data 
by employing data undersampling techniques before distrib-
uting the data to each federated node for analysis. The results 
demonstrate that the proposed framework, particularly through 
the integration of the BERT model, not only improves detection 
accuracy but also ensures user privacy via federated learning, 
outperforming traditional centralized methods in cyberbully-
ing identification.

Cyberbullying can manifest in various forms, particularly 
on online platforms like Twitter, where the role of bystanders 
can significantly influence the nature of the bullying. Alfurayj 
et al. (2024), this complexity is explored by introducing a dataset 
that incorporates bystander roles as a feature in cyberbullying 
detection, enabling a more nuanced analysis of interactions. 
Bystanders are categorized into defenders, instigators, neu-
trals, and others. The proposed model utilizes a novel chained 
architecture consisting of two sequential classification lay-
ers. The first layer classifies bystander roles, while the second 
layer detects cyberbullying, allowing the model to capture the 
interdependencies between bystander behavior and bullying. 
The authors fine-tune a pre-trained BERT model, enhanced 
with LSTM networks, to extract textual features. The model 
achieves a significant F1 score of 89% in classifying bystander 
roles, marking a 25.35% performance improvement over tradi-
tional methods. While the paper acknowledges the challenge 
of unbalanced datasets, no specific solutions for this issue are 
provided. However, they propose the use of weighted metrics to 
analyze the results, yielding more robust evaluations in unbal-
anced scenarios.

Recent trends in social media interactions increasingly involve 
the use of text overlaid on images, creating new opportuni-
ties for cyberbullying to emerge in the multimodal domain of 
social networks. In their work, Li, Zeng, et  al.  (2024) address 
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this issue by developing a multimodal system for cyberbullying 
detection, leveraging a dataset consisting of 5211 irony-aware 
cyberbullying text-image pairs and 6598 non-cyberbullying 
pairs. This dataset enables a detailed analysis of the subtleties 
in cyberbullying expression. The proposed model integrates 
cutting-edge techniques such as Graph Isomorphism Networks 
(GIN) for feature transformation, BERT for text processing, and 
Vision Transformer (ViT) for image analysis. By combining 
these methods, the multimodal approach enhances the struc-
tural information embedded in the data, allowing for a more 
nuanced understanding of cyber abuse behaviors. The results 
demonstrate that the framework significantly outperforms 
traditional single-modality approaches, whether based solely 
on text classification or image recognition, particularly in de-
tecting irony-aware cyberbullying. Additionally, the model re-
duces decision-making bias through a soft voting mechanism 
that aggregates predictions from various feature combinations, 
improving accuracy and robustness. The study also effectively 
addresses the challenges posed by the imbalanced dataset using 
the SMOTE (Chawla et al. 2002; Suhas Bharadwaj et al. 2022). 
Performance was evaluated through metrics such as weighted 
F1 and AUC scores. The effectiveness of ViT combined with 
BERT-based techniques is further highlighted in Tabassum and 
Nunavath  (2024), where the authors address the multimodal 
classification of memes and text. They compare 15 different 
configurations of BERT-based models (e.g., BERT, DistilBERT, 
RoBERTa) with computer vision techniques such as CNNs and 
ResNet. Their findings conclude that the best performance is 
achieved using RoBERTa + ViT. To address class imbalance, 
the authors apply data augmentation, ultimately achieving an 
0.992 accuracy on a public dataset, which combines data from 
four widely used datasets. RoBERTa also achieves the best re-
sults (Umer et al. 2024), where the authors propose an innova-
tive model that leverages GloVe embeddings and applies PCA 
to select the most relevant vector components for processing by 
RoBERTa. The study compares their approach against various 
machine learning, deep learning, and transformer-based tech-
niques, demonstrating its high accuracy on a balanced dataset. 
However, the influence of the model on imbalanced scenarios 
remains unexplored, leaving room for further research in real-
world applications.

In the multilingual domain, (Razi and Ejaz  2024) explores 
linguistic variations in text messages written in Urdu, Roman 
Urdu, and English. The research focuses on developing a com-
prehensive dataset that captures these variations, with a par-
ticular emphasis on cyberbullying instances characterized by 
aggression, repetition, and intent to harm, key elements for a 
deeper understanding of cyber abuse. The authors propose a 
novel framework for classifying text messages as aggressive or 
non-aggressive, leveraging fine-tuned models like m-BERT and 
MuRIL to improve detection accuracy. The approach demon-
strates strong performance, achieving a precision of 0.93, recall 
of 0.92, and an F1-score of 0.92, showcasing its effectiveness in 
identifying cyberbullying. However, while the results are prom-
ising, the dataset is somewhat imbalanced, and no techniques 
like undersampling or oversampling were applied to address 
this issue. The model's strength lies in its ability to capture the 
core aspects of cyber abuse, namely aggression, repetition, and 
intent to harm, allowing for a more comprehensive classification 
of cyberbullying incidents.

Mahmud et al. (2024) presents a dataset of over 5000 manually 
curated text samples from social media platforms, focusing 
on the Bangla and Chittagonian languages. The study offers a 
comprehensive comparison of popular deep-learning models, 
transformer-based architectures, and traditional machine learn-
ing techniques for text classification. The results highlight that 
deep learning models, especially CNNs and transformer-based 
architectures, significantly outperform traditional machine 
learning approaches. These advanced models achieved accu-
racies ranging from 0.69 to 0.811, showcasing their superior 
ability to handle the complexities of multilingual and context-
specific cyberbullying detection in these languages. Similarly, 
Saini et  al.  (2023) present findings where the authors com-
pare an ensemble method, combining a Convolutional Neural 
Network (CNN) with a Support Vector Machine (SVM), against 
a BERT-based model for cyberbullying detection. Their results 
highlight that while the CNN–SVM ensemble achieved a strong 
accuracy of 96.88%, the BERT model outperformed it, achieving 
a higher accuracy of 97.34%, showcasing the superior capabil-
ity of transformer-based models in handling complex language 
tasks. The effectiveness of transformers is further highlighted in 
(Mahdi et al. 2024), where the authors demonstrate the signifi-
cant impact of fine-tuning a BERT model specifically for Arabic 
languages in the context of cyberbullying classification. The 
study shows how this targeted fine-tuning leads to remarkable 
improvements over baseline models, showcasing the model's 
ability to capture the unique linguistic characteristics of Arabic 
and significantly enhance classification performance.

In multilingual societies like India, code-switching—mixing 
multiple languages within the same conversation—is prevalent, 
and Paul et al. (2023) address this by curating a new annotated 
dataset of over 22,000 tweets that blend English and Hindi, spe-
cifically focusing on instances of cyberbullying. Sayanta et al. 
proposed a powerful ensemble model that integrates both ma-
chine learning and deep learning techniques to improve detec-
tion accuracy. This model combines traditional classifiers, such 
as SVM and Logistic Regression, with advanced deep learning 
architectures like Multilayer Perceptron (MLP), CNN, BiLSTM, 
and BERT. For embeddings, the study utilized methods like 
FastText, CBOW, and TF-IDF vectorization to build domain-
specific representations. The proposed deep ensemble model 
achieved a macro-averaged F1 score of 0.93, demonstrating 
state-of-the-art performance in identifying cyberbullying in the 
code-switched dataset. The authors emphasized the critical role 
of language-specific word embeddings and their concatenation 
in effectively processing code-switched text, enabling the model 
to better capture the linguistic nuances present in cyberbully-
ing. However, the study did not account for unbalanced data 
scenarios, and while the performance is strong, certain cyber-
bullying techniques are underrepresented, potentially impact-
ing the model's generalization to more complex forms of abuse.

On Instagram, one of the most widely used social networks 
among teenagers, (Abarna et  al.  2023) proposes a novel ap-
proach that combines traditional machine learning techniques, 
such as pattern mining and clustering, with advanced models 
like BERT and K-BERT. Their method builds knowledge graphs 
of words associated with different types of cyber abuse, which 
are then leveraged in an ensemble model using XGBoost to clas-
sify not only the presence of cyber abuse but also its intention 
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and specific type. The results and provided datasets are highly 
promising, demonstrating the value of integrating traditional 
machine learning techniques for feature extraction alongside 
LMs and LLMs. This study underscores the potential of hybrid 
approaches in improving cyber abuse detection.

Continuing with ensemble techniques Muneer et al. (2023) in-
troduce an approach to detecting cyberbullying on social media 
platforms, specifically targeting Twitter (now X) and Facebook. 
The study's key contribution is the development of a stacking 
ensemble learning model that integrates several deep learning 
techniques, including a fine-tuned BERT model adapted for cy-
berbullying data, along with biLSTMs and CNNs. This combi-
nation enhances the accuracy and robustness of cyberbullying 
detection. The research utilizes labeled text datasets from both 
Twitter and Facebook, focusing on offensive and non-offensive 
comments to train the models in distinguishing cyberbullying 
from benign interactions. The stacking ensemble model demon-
strates strong performance, achieving an accuracy of 97.4% on 
the Twitter dataset and 90.97% on a combined dataset of Twitter 
and Facebook. Furthermore, the study highlights notable im-
provements in processing efficiency, with the proposed model 
requiring only 2 min and 45 s for data processing, significantly 
faster than baseline models. The authors address the challenge 
of imbalanced data, which is prevalent in cyberbullying detec-
tion tasks, by employing robust evaluation metrics such as F1-
score and AUC, well-suited for such scenarios. Notably, despite 
being older techniques, the paper effectively leverages CBOW 
and Word2Vec embeddings, achieving impressive results in 
the context of cyberbullying detection. This finding is further 
supported by Dobrojevic et  al.  (2024), where authors propose 
a metaheuristic algorithm to optimize the parameter selection 
for an XGBoost classifier. They encode text related to sexist cy-
berbullying using both TF-IDF and BERT, with results showing 
that TF-IDF slightly outperforms BERT. This leads the authors 
to argue that while harmful content of this nature is inherently 
difficult to distinguish, in cases where it is absent, negative clas-
sifications tend to be highly accurate. The study is conducted 
on a highly balanced dataset, yet the authors introduce a robust 
evaluation method designed to assess performance in imbal-
anced scenarios.

Ahmed et  al.  (2022) presented a comprehensive analysis of 
transformer-based architectures for detecting trait-based cy-
berbullying in social media comments, contributing to the 
development of automated detection systems. The authors eval-
uate several well-known models, including BERT, DistilBERT, 
RoBERTa, XLNet, and GPT-2, highlighting their effectiveness in 
capturing the nuances of text data. The study utilizes two pub-
licly available datasets: the Fine-Grained Cyberbullying Dataset 
(FGCD), which is balanced and categorizes comments into six 
distinct classes, and the Twitter-parsed Cyberbullying Dataset, 
which is imbalanced and includes three classes. To address the 
challenges posed by imbalanced data, the authors implement 
a semi-supervised learning technique called Dynamic Query 
Expansion to enhance the representation of underrepresented 
classes.

In an effort to maximize the benefits of combining multiple 
models, Chen et al. (2024) integrate two distinct architectures: 
XLNet and Deep BiLSTM. This approach exemplifies model 

fusion, where the strengths of each architecture are leveraged 
to enhance the performance of cyberbullying detection. The 
study utilizes the COLDATASET, which was meticulously con-
structed by augmenting an existing Chinese offensive language 
dataset with 1.66 k offensive remarks from real cyberbullying in-
cidents and one-star reviews sourced from the Douban platform. 
This enriched dataset captures both explicit and implicit forms 
of cyberbullying, which are essential for effective detection. The 
results show that the proposed hybrid model outperforms tra-
ditional machine learning and other deep learning approaches 
in detecting cyberbullying. The use of pre-trained LLMs like 
XLNet for representation learning proves especially beneficial. 
In the classification phase, the model addresses data imbalance 
through oversampling techniques, allowing it to learn implicit 
and explicit features of cyberbullying more effectively. While 
the dataset expansion improves balance, it is worth noting that 
metrics such as AUC, crucial for evaluating performance in im-
balanced scenarios, are missing.

Ferrer et al.  (2024) contribute to the field of cyberbullying de-
tection by developing an AI-based virtual companion aimed at 
helping adolescents, particularly those with autism, recognize 
and respond to instances of cyberbullying. The research lever-
ages a combination of datasets, including the limited KIDS-
cyberbullying dataset and a larger Kaggle cyberbullying dataset, 
which consolidates diverse examples of online harassment from 
various social media platforms. To address the imbalanced 
nature of the datasets, data augmentation techniques such as 
paraphrasing and back translation were employed. The results 
demonstrate that lightweight models, specifically T5-small and 
MobileBERT, are capable of effectively detecting cyberbullying 
in real time within a web-based system. The study emphasizes 
the importance of considering context in cyberbullying detec-
tion, as traditional approaches that focus solely on profanity 
often miss more subtle forms of abuse. The paper concludes by 
highlighting the potential of AI-based virtual companions in 
educating adolescents about cyberbullying and improving their 
ability to identify and cope with such harmful behaviors.

Finally, Kumar et al. (2024) present an intriguing approach by 
combining LLMs and LMs for cyberbullying detection. Their 
method leverages LLMs to generate synthetic data, which 
is then used to enhance LMs, making them more suitable for 
classification tasks. The study conducts extensive experiments 
using GPT-4 and Gemini for synthetic data generation, while 
various models—including De-BERTa, Longformer, BigBird, 
HateBERT, MobileBERT, DistilBERT, BERT, RoBERTa, 
ELECTRA, and XLNet—are evaluated for classification. The 
best performance is achieved using BERT and Distil-BERT. 
Additionally, the authors provide a practical tool for cyberbully-
ing detection utilizing OpenAI's ChatGPT. To address the class 
imbalance problem, they employ data augmentation techniques 
with LLMs to create a more balanced dataset, further improving 
classification accuracy.

4.2.1   |   Quantitative Analysis of Cyberbullying 
Detection Leveraging LMs and LLMs

In Table 3, we present a quantitative analysis of cyberbullying 
detection models, paralleling the insights obtained from hate 
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speech detection studies. This section explores the prevalence 
of different models, compares their adoption rates, and exam-
ines strategies used to handle data imbalance in the reviewed 
research.

The results indicate that transformer-based architectures con-
tinue to dominate cyberbullying detection tasks. BERT and 
its variants remain the most widely used language models, 
appearing in 80.95% of the reviewed studies. This reinforces 
its reputation as the leading NLP model for cyber abuse detec-
tion, consistent with its prominence in hate speech research. 
However, unlike hate speech detection, where multilingual 
BERT (mBERT) showed some adoption, it is entirely absent in 
the analyzed cyberbullying studies, suggesting a lack of focus on 
multilingual cyber abuse detection.

RoBERTa appears in 23.81% of the studies, demonstrating a 
moderate level of adoption, but still significantly lower than 
BERT. Other transformer-based models, such as Mistral, T5, 
and Gemini, each appear in only 4.76% of the studies, highlight-
ing their limited impact on cyberbullying detection thus far. 
Similarly, GPT models are used in just 9.52% of the papers, in-
dicating that large-scale generative models have not yet gained 
widespread traction in this domain.

Beyond transformer-based models, recurrent and convolutional 
neural networks play a crucial role in cyberbullying detection. 
BiLSTM models show significant adoption, appearing in 38.10% of 
the studies, making them the second most frequently used archi-
tecture after BERT. GRUs and CNNs also exhibit notable presence, 
with adoption rates of 14.29% and 19.05%, respectively. These find-
ings suggest that sequence-based and feature-extraction models 
still offer competitive performance, even in the era of transformers.

Traditional machine-learning approaches also remain relevant. 
SVMs and XGBoost each appear in 19.05% of the studies, while 
Random Forest is present in 14.29%. Additionally, vector-based 
word embeddings such as Word2Vec, GloVe, and FastText are 
applied in 23.81% of the studies, showing that despite the rise of 
contextual embeddings, traditional word vectorization methods 
still play a role in cyberbullying detection.

Data imbalance is a persistent issue in cyberbullying detection, 
as harmful content is often underrepresented in datasets. Our 
analysis reveals that 38.10% of the studies implemented explicit 
strategies to address data imbalance, including data augmen-
tation, oversampling, and undersampling techniques. This is 
an improvement compared to hate speech studies, where only 
31.4% of papers successfully addressed imbalance. The most 
commonly applied technique in cyberbullying detection is data 
augmentation, used in three studies, while oversampling and 
undersampling methods are each employed in three papers 
as well.

A significant portion of studies (23.81%) did not implement 
any measures to address data imbalance, potentially leading 
to biased model performance and suboptimal classification re-
sults. However, 38.10% of the papers employed partial mitiga-
tion strategies by incorporating robust evaluation metrics such 
as weighted F1 scores. This suggests that while data balancing 
techniques are becoming more common, many studies still rely 

on post hoc evaluation methods rather than proactive dataset 
adjustments.

4.3   |   Comparative Observations and Insights

The analysis highlights key similarities and differences between 
cyberbullying and hate speech detection models. BERT remains 
the dominant architecture in both domains, but BiLSTM mod-
els exhibit even higher adoption in cyberbullying detection 
compared to hate speech research. This suggests that recurrent 
architectures remain particularly valuable for sequential text 
analysis in cyberbullying contexts.

Additionally, the absence of multilingual BERT in cyberbullying 
studies indicates a research gap in addressing cyber abuse across 
different languages. Given the increasing global prevalence of 
online harassment, future work should explore multilingual 
and cross-lingual approaches to improve detection in diverse 
linguistic settings.

The handling of data imbalance has improved in cyberbullying 
studies compared to hate speech detection research. However, 
a considerable number of papers still fail to address this issue 
comprehensively. The reliance on weighted evaluation metrics 
rather than direct dataset balancing strategies suggests that fur-
ther methodological advancements are needed to ensure unbi-
ased model performance.

Overall, while transformer-based models like BERT continue 
to lead cyberbullying detection, traditional machine learning 
methods, and recurrent architectures maintain a significant 
presence. Future research should focus on enhancing multilin-
gual capabilities, improving dataset balance methodologies, and 
further evaluating the role of emerging large language models in 
cyber abuse detection.

4.4   |   Generation of Abusive Content

Before concluding, it is important to acknowledge that LLMs are 
also being misused for malicious purposes. While this aspect of 
artificial intelligence is less visible, a review of the literature re-
veals several papers discussing how LLMs are being exploited 
to facilitate cyber abuse and other harmful activities on social 
media. It is crucial to note that this section offers a perspective 
on the broader implications of LLMs and falls outside the scope 
of our primary survey.

Divya and Mirza (2024), the authors acknowledge the challenges 
associated with the misuse of generative AI, particularly in harm-
ful contexts such as the creation of fake news and disinforma-
tion. The realistic content generated by AI poses significant risks, 
as it can be exploited for social engineering and manipulation. 
Moreover, generative AI's capacity to produce highly realistic 
images and videos, such as deepfakes, raises additional concerns 
around identity theft and privacy invasion. Similarly, Wach 
et al. (2023) discuss several controversies, threats, and drawbacks 
associated with generative AI, including issues such as algorith-
mic bias and violations of personal data privacy. The authors ex-
plicitly note that “Generative AI can be used for cyberbullying or 
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other forms of online harassment.” They explain that by employ-
ing AI to create highly personalized attacks, individuals or groups 
can leverage social surveillance to identify vulnerable targets and 
initiate precisely targeted campaigns of harassment or abuse.

In the realm of deepfakes—images and videos generated by 
generative AI that often closely resemble reality— (Romero 
Moreno 2024) examines their implications in relation to the EU's 
Artificial Intelligence Act. The article underscores the necessity 
of a balanced approach that protects fundamental rights while 
addressing the risks associated with deepfakes, including misin-
formation (Barari et al. 2021), extortion (Blancaflor et al. 2024), 
and privacy violations (Dobrobaba 2022).

In the realm of text generation, (Bullock and Luengo-Oroz 2019) 
conducts an insightful review of the risks associated with using 
generative AI for political content, particularly its potential for 
societal disinformation. The authors identify several risks, in-
cluding the automated generation of disinformation, fake news 
dissemination, hate speech, and impersonation. To explore these 
risks, they conduct a proof-of-concept experiment that illustrates 
how easily AI can generate politically sensitive text, emphasiz-
ing the implications for political stability, peace, and security. 
The study uses English-language transcripts of speeches deliv-
ered by political leaders at the United Nations General Assembly 
(UNGA) from 1970 to 2015 as training data. Leveraging the 
AWD-LSTM model, they generated text by “seeding” it with 
the start of a sentence or paragraph. The quality of the gener-
ated text was evaluated based on its coherence and similarity 
to human-produced content. The results were notable: high-
quality text for benign topics was generated around 90% of the 
time, while generating more inflammatory or sensitive speech 
required multiple attempts, with approximately 60% success in 
producing acceptable outputs. The findings highlight both the 
potential and the challenges of using AI to generate politically 
charged content.

One of the most interesting studies in this field is Marcondes 
et al. (2024). This paper reveals that troll factories likely uti-
lize a hybrid approach, integrating both human oversight and 
automated tools, rather than relying solely on automation. The 
study investigates the application of LLMs for generating per-
suasive content on social media, demonstrating their effective-
ness in producing contextually relevant tweets. Additionally, 
the research introduced a General Twitter Corpus to improve 
LLM performance. The findings suggest that while LLMs 
can significantly contribute to the dissemination of misinfor-
mation and trolling behaviors, human involvement remains 
crucial for the effective management and coordination of troll 
operations.

Conversely, we identified a paper that highlights the potential 
of generative models for creating counter-speech, which serves 
to respond to hate speech and mitigate the spread of harmful 
content. Specifically, (Pranesh et al. 2021) propose a data-driven 
natural language generation task aimed at automatically gener-
ating counter-narratives in response to online hate speech. This 
research utilizes three state-of-the-art pre-trained language 
models—BART, DialoGPT, and BERT. The proposed method is 
noted for its scalability and flexibility, enabling it to address hate 
speech across multiple languages and contexts.

5   |   Impact of Artificial Intelligence on Textual 
Cyber Abuse Detection

After reviewing the most prominent papers on LLMs for cyber-
bullying or hate speech detection, we extended our analysis to 
explore the impact of these models, as well as traditional ma-
chine learning and deep learning techniques, on other types of 
textual cyber abuse. In this part of the survey, we broadened our 
scope beyond LLMs to include other artificial intelligence tech-
niques, given that forms of cyber abuse like doxing and shaming 
are less frequently studied. This broader approach allowed us 
to identify a wider range of papers and derive more comprehen-
sive insights. Despite this more general analysis, we remained 
focused on the same key questions as in the previous section, 
aiming to understand the influence of models like BERT in the 
context of textual cyber abuse.

Table 4 summarizes our findings regarding model usage in tex-
tual cyber abuse detection. The results indicate that transformer-
based architectures, particularly BERT and its variants, are 
among the most frequently employed approaches. Specifically, 
BERT is used in 21.05% of the reviewed studies, highlighting 
its continued dominance in NLP applications related to cyber 
abuse. However, notable gaps exist in the adoption of multilin-
gual BERT (mBERT) and other large-scale generative models 
such as Mistral, T5, and Gemini, all of which show no presence 
in the analyzed papers. GPT-based models appear in only 5.26% 
of the studies, suggesting that their role in this domain remains 
limited compared to classification-focused architectures.

Among transformer alternatives, DeBERTa is found in 10.53% of 
the papers, showing moderate adoption but still lagging behind 
the original BERT model. Similarly, language-specific BERT 
models do not appear in the reviewed studies, which may in-
dicate that research on regional or domain-specific adaptations 
remains underexplored in the context of textual cyber abuse.

In contrast, BiLSTM models exhibit the highest adoption rate 
at 31.58%, surpassing even BERT-based architectures. This sug-
gests that despite the rise of transformer-based models, recurrent 
neural networks (RNNs) like BiLSTMs continue to play a crucial 
role in sequence modeling for text classification tasks, especially 
in kinds of cyber abuse that remain underexplored and outside 
the focus of cutting-edge techniques and advancements. Other 
deep learning approaches, such as GRUs and CNNs, are em-
ployed in 10.53% of the studies, demonstrating that alternative 
architectures remain relevant for feature extraction and pattern 
recognition.

Traditional machine learning models also show significant 
presence, with SVMs and Random Forest each appearing in 
21.05% of the reviewed papers. XGBoost, another widely used 
gradient boosting algorithm, is present in 10.53% of the stud-
ies, reinforcing the role of ensemble learning methods in cyber 
abuse detection. Additionally, vector-based word embeddings 
such as Word2Vec, GloVe, and FastText appear in 6% of the pa-
pers, indicating their continued application despite the growing 
preference for contextualized embeddings from transformers.

Data imbalance remains a critical challenge in cyber abuse de-
tection, as class distributions are often skewed, leading to biased 
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model performance. Our analysis reveals that only 31.58% of 
studies actively address this issue through data augmenta-
tion, oversampling, or undersampling techniques. In contrast, 
a significant portion (57.89%) of studies do not implement any 
explicit strategy for handling imbalanced datasets, potentially 
leading to suboptimal results and reduced generalizability. A 
smaller subset (10.53%) employs partial mitigation strategies by 
incorporating robust evaluation metrics such as weighted F1 
scores, ensuring that performance assessments remain reliable 
despite class imbalances.

Our findings indicate that while transformers like BERT 
continue to be widely used in textual cyber abuse detection, 
BiLSTM models remain the most frequently adopted technique. 
This suggests that recurrent networks still offer competitive 
performance, particularly for tasks requiring sequential depen-
dencies. The absence of multilingual models, such as mBERT 
and language-specific BERTs, highlights a gap in research that 
could be explored further to improve cyber abuse detection 
across diverse linguistic contexts.

Furthermore, traditional machine learning models such as 
SVMs and Random Forest continue to hold relevance, partic-
ularly in cases where feature-based approaches remain effec-
tive. However, their reliance on handcrafted features may limit 
scalability compared to deep learning methods. The lack of 
widespread adoption of large-scale generative models like GPT, 
Mistral, and Gemini suggests that their utility in cyber abuse 
detection is not yet fully realized.

Finally, the inconsistent handling of data imbalance under-
scores the need for standardized methodologies to ensure fair 
and unbiased model performance. Future research should focus 
on integrating more robust data balancing techniques, particu-
larly in studies employing deep learning approaches, to enhance 
model effectiveness and reliability in detecting various forms of 
textual cyber abuse.

Finally, to gain a comprehensive understanding of the proposed 
papers, we conducted an analysis of their key findings, models, 
advancements, results, and the handling of unbalanced data. 
This analysis focused on the five subcategories of cyber abuse 
identified in our Web of Science queries.

5.1   |   Shaming and Cancel Culture

Regarding the detection of shaming and cancel culture in 
text using LMs or neural networks, only one comprehensive 
study was retrieved (Aarthi and Chelliah  2022). Aarthi and 
Balika present a novel approach to detecting and classify-
ing online shaming comments on social media, specifically 
Twitter, by utilizing a deep recurrent neural network (DRNN) 
optimized with the Aquila optimization algorithm (Abualigah 
et  al.  2021), a population-based optimization technique in-
spired by the hunting behavior of Aquila birds. The study 
employs a substantial dataset comprising ~1,600,034 tweets 
collected through various public APIs. The results demon-
strate that the proposed DRNN model, enhanced by the 
Aquila optimization algorithm, significantly improves classi-
fication accuracy in identifying shaming comments compared 

to traditional methods. By focusing on the syntactic, semantic, 
and contextual features extracted from the tweets, the model 
effectively addresses the complexities of cyber abuse, such as 
sarcasm and context-dependent meanings. This research con-
tributes to the field by providing a robust framework for de-
tecting online shaming.

5.2   |   Doxing

Aarthi and Chelliah (2023) introduce a novel approach for de-
tecting and classifying offensive comments on social media, 
with a specific focus on doxing. The model employs advanced 
techniques such as CNN for feature extraction and Bidirectional 
Gated Recurrent Units (BiGRU) for sequence modeling, allow-
ing it to capture both local patterns and contextual information 
in the text. The study utilizes various datasets, including a la-
beled hate speech detection dataset with 3000 comments from 
platforms like Twitter and Reddit, and the Tweepy dataset, 
which contains over a million tweets. The results demonstrate 
the model's strong performance, achieving an F1-score of 0.808 
for English subtask A, indicating effective classification capabil-
ities. Specifically, the model incorporates intrinsic methods to 
identify sensitive keywords and phrases associated with doxing, 
enhancing its ability to detect harmful content.

More recently, Miao et al. (2024) deep learning-based method 
for preventing data leakage in the Electric Power Industrial 
Internet of Things specifically addresses the challenges of 
safeguarding sensitive personal data during interactions be-
tween the State Grid business platform and third-party plat-
forms. The main contributions include the development of a 
robust framework that combines the DeBERTa (He et al. 2020) 
model with a BiLSTM-CRF (Huang 2015) architecture to en-
hance the identification of privacy-sensitive information, such 
as identity cards, phone numbers, and email addresses, within 
both structured and unstructured text data. The experimental 
results demonstrate an F1 score of 81.26% on the CLUENER 
2020 dataset (Xu et  al.  2020), indicating the method's effec-
tiveness in accurately detecting sensitive data entities and mit-
igating the risk of data leakage. In terms of data handling, the 
approach employs a combination of regular expressions and 
keyword detection to construct a sensitive data distribution 
library, facilitating the identification and filtering of personal 
information. The model processes text data by extracting se-
mantic features and contextual information, allowing for pre-
cise matching of sensitive content. This dual strategy not only 
enhances the recognition of personal data but also ensures 
that privacy-sensitive information is desensitized before being 
shared, thereby providing a reliable solution for data security 
in the power industry context.

Finally, Li et  al.  (2022) presents the covert task embedding 
(CTE) attack, a novel method that exploits deep neural networks 
to extract sensitive personal information while performing a le-
gitimate task, such as age estimation. The main contribution lies 
in demonstrating how a deep neural networks can be trained to 
simultaneously execute a primary task and a covert task (e.g., de-
tecting gender or ethnicity) without compromising the accuracy 
of the primary function. The experiments utilized face-based 
images as input data, showcasing the feasibility of the CTE 
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attack across different neural network architectures, including 
multiclass classification and soft-ranking networks. The results 
indicated that the hidden information could be reliably ex-
tracted without impairing the performance on the primary task, 
highlighting significant privacy risks. In terms of data handling, 
the study emphasizes the importance of safeguarding personal 
information by illustrating how covert tasks can be embedded 
within seemingly innocuous models. The authors propose a 
key-protected CTE approach, where the extraction of sensitive 
information requires a secret key, thereby adding a layer of com-
plexity to the data leakage process. This method underscores the 
need for robust privacy measures in neural network applications 
in contexts where personal data is processed.

5.3   |   Emotional and Psychological Abuse

Although the subsequent papers do not specifically target cyber 
abuse, they are relevant to our study due to their focus on text-
based data and advanced analytical techniques. Although these 
studies do not directly address cyber abuse, their methodologies 
and findings provide a foundation that can be leveraged to en-
hance the detection and understanding of emotional abuse in 
digital environments. Thus, while not directly applicable, these 
papers contribute to the broader context and future development 
of cyber abuse detection tools.

The study (Jang et  al.  2022) investigates the use of NLP tech-
niques to analyze text data for predicting personality traits 
and psychological distress. It combines qualitative data from 
written responses and transcribed speech, employing models 
such as Latent Dirichlet Allocation (LDA) and BERT (Devlin 
et al. 2019) for data processing and analysis. Although the study 
does not directly address cyber harassment, its methodologies 
could be adapted to study emotional abuse in online contexts 
by analyzing language patterns indicative of distress or victim-
ization. The research highlights the importance of developing 
accurate algorithms for predicting psychological outcomes 
from various linguistic inputs, but it does not address the issue 
of imbalanced data. The findings could be used to inform the 
development of tools for detecting emotional abuse by identify-
ing specific linguistic markers associated with distress in online 
communications.

The paper (Chen et al. 2022) explores psychological distress by 
applying four machine learning algorithms—logistic regres-
sion, random forests, artificial neural networks, and gradient 
boosting—to data from the Health Information National Trends 
Survey (HINTS), which includes 5484 respondents. The study 
identifies 20 significant predictors of psychological distress, 
including sociodemographic and lifestyle-related factors. The 
dataset was a bit unbalance, with 2874 respondents reporting 
psychological distress and 2610 without, but this scenario was 
correctly addressed using techniques such as 10-fold cross-
validation to improve model robustness, and they provided met-
rics such as AUC and F1 score to evaluate model performance.

Although not focused solely on text, a study by (Alemu 
et  al.  2023) examines speech features related to emotional 
distress. The research aims to develop an automated speech 

analysis algorithm capable of detecting clinically relevant emo-
tional distress and functional impairments in children and 
adolescents with mental health disorders. The study's key con-
tribution lies in its integration of speech analysis with validated 
psychological assessments, providing a comprehensive under-
standing of emotional states. Preliminary results are promising, 
with the algorithm achieving up to 85.35% accuracy in emotion 
classification using a Gaussian mixture model (GMM). The 
GMM effectively handles unbalanced data by emphasizing fea-
ture extraction and frame selection techniques. While the study 
primarily focuses on detecting emotional distress, it also has im-
plications for identifying issues related to cyber harassment and 
emotional abuse by recognizing emotional signals in speech that 
may originate from such experiences.

5.4   |   Trolling

Bakar et al. (2023) introduce a Support Vector Machine (SVM) 
classification model aimed at detecting troll threat sentences 
in the Malay language, contributing significantly to the field of 
text simplification and addressing the challenges of cyber abuse 
associated with trolling. The study utilized the Malay Text 
Simplification Dataset, comprising 6836 instances categorized 
as complex or non-complex, and implemented class weighting 
in the SVM classifier to effectively tackle the issue of class im-
balance within the dataset. This approach ensures that both 
complex and non-complex sentences are accurately identified, 
enhancing the model's performance. Results indicated that 
the SVM classifier achieved an impressive average accuracy 
of 92.37% when incorporating semantic features. The model's 
focus on semantic and lexical features allows for a nuanced un-
derstanding of trolling behavior, which often involves complex 
language and hidden meanings.

In their study, Nepomuceno et  al.  (2023) examine the impact 
of marketer-generated content (MGC)—marketing commu-
nications initiated by companies on their official social media 
pages—on user interactions in online communities, with a par-
ticular focus on trolling. The authors analyze a large dataset of 
posts from platforms such as Facebook, Instagram, and Twitter, 
employing a mix of unsupervised and supervised machine 
learning techniques, including Latent Dirichlet Allocation 
(LDA) (Blei et  al.  2003) and vector autoregression (VAR) to 
classify content and assess its toxicity. Their findings reveal a 
positive correlation between the average toxicity of comments 
and user engagement, suggesting that toxic interactions may 
inadvertently boost product usage. To address the challenge of 
toxicity classification, the study employs a time-series model 
(panel-data vector autoregression) to effectively capture the dy-
namics of user interactions over time. However, despite the un-
balanced nature of the problem and the dataset, the study does 
not provide evaluations related to this imbalance. In the context 
of cyber abuse, the research underscores the psychological moti-
vations behind trolling behavior, which often involve traits like 
narcissism and sadism. Trolling is identified as the intentional 
disruption of online communities through toxic comments. The 
authors stress the importance of understanding the elements of 
MGC that may contribute to such negative interactions and ad-
vocate for strategies to mitigate trolling behavior.
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Cranmer et al. (2024) contribute to the understanding of state-
sponsored disinformation and the role of social media trolls 
in shaping public discourse. The study analyzes a dataset of 
163,549 tweets related to Daryl Morey's controversial tweet 
supporting pro-democracy protests in Hong Kong. The re-
search categorizes these tweets into various themes, revealing 
that 68.81% of the responses were focused on promoting the 
image of the People's Republic of China (PRC) and attack-
ing Morey. This highlights the significant prevalence of troll 
activity and its impact on public perception. To address the 
challenge of unbalanced data, the authors employed a natu-
ral language classifier, achieving an overall accuracy of 78% 
in categorizing tweets, comparable to the performance of the 
BERTweet model (Nguyen et al. 2020). The dataset was ran-
domly sampled and categorized into five distinct themes, some 
of which had low representation. However, the paper does not 
provide detailed explanations regarding the handling of data 
imbalance. The study emphasizes the need for advanced an-
alytical frameworks to effectively combat disinformation and 
online abuse. By leveraging machine learning and NLP tech-
niques, the authors successfully identified and categorized 
troll activity, offering valuable insights into how these tactics 
distort online discourse.

In line with precedent work examining how trolls are utilized 
by foreign entities, (Swed et al. 2024) advances our understand-
ing of information operations by highlighting the distinct social 
footprint of Russian troll accounts, shaped by specific social 
norms and expectations. The study leverages extensive datasets, 
including over 2.9 million English tweets and nearly 4.9 million 
Russian tweets from the Internet Research Agency (IRA), fo-
cusing on text data to analyze behavioral patterns. The research 
categorizes accounts into four types: Fake News, Organizations, 
Political Affiliates, and Default Individuals. The model is built 
on a random forest classifier (RFC), utilizing carefully selected 
features to minimize multicollinearity, thereby improving the 
model's learning efficiency. To address the challenge of imbal-
anced data, the RFC algorithm compensates for the unequal 
distribution of categories within the dataset. Additionally, least 
absolute deviation (L1) normalization is applied to balance the 
weights of each variable, preserving the dataset's structure while 
enhancing the model's predictive accuracy. The model achieved 
high accuracy rates, up to 90.7% for certain categories, by lever-
aging features such as tweet frequency, timing, and linguistic 
characteristics to identify and predict the behavior of troll ac-
counts. This approach is particularly relevant to understanding 
cyber abuse, as it provides a robust framework for detecting and 
analyzing trolling behaviors that frequently manifest as targeted 
harassment on social media platforms. Ezzeddine et al.  (2023) 
introduce a novel behavioral-based approach for detecting state-
sponsored troll activity on social media, emphasizing the analy-
sis of online activity sequences rather than just textual content. 
The key contributions of the study include the development of 
a “Troll Score,” a metric designed to quantify troll-like behav-
ior, and the implementation of an LSTM model for classifying 
user trajectories with high accuracy. The study utilizes a dataset 
from Twitter, examining both active and passive online activi-
ties to distinguish the behavioral patterns of trolls from those of 
organic users. These sequences, termed “trajectories,” capture 
the chronological order of actions such as posting, retweeting, 
and interacting with others. The results highlight the model's 

effectiveness, achieving an AUC of ~91% in differentiating trolls 
from legitimate users, even in the presence of unbalanced data—
demonstrating the robustness of the model's performance. The 
study addresses the challenges of cyber abuse related to trolling 
by focusing on behavioral cues that are more difficult to mimic 
than textual content, thereby increasing the resilience of their 
detection method against the sophisticated tactics employed by 
LLMs in influence operations. In a similar vein, using LSTMs, 
(Been Choi et al. 2024) introduce the term “agro” to describe a 
broader category of attention-seeking behaviors in online dis-
course, such as clickbait and trolling. The term “agro” originates 
from the Korean word for “aggravation” and refers to a specific 
type of provocative content designed to capture attention in on-
line environments. It typically involves eye-catching language 
or imagery aimed at engaging users on platforms like YouTube 
and social media, often relying on intense emotional, sexual, 
or sensational appeals. The study delves into the psychological 
mechanisms behind such attention-seeking behaviors. The au-
thors created and rigorously labeled a dataset focused on South 
Korean content, consisting of 1881 headlines and thumbnails. 
Due to class imbalance, they applied SMOTE to balance the 
dataset. Their findings highlight the effectiveness of machine 
learning models, particularly Bi-LSTM and CNN, in accurately 
detecting agro versus non-agro content.

Asif et  al.  (2024) introduce a novel machine learning frame-
work designed to detect trolls and toxic content on social media 
by leveraging deep learning techniques, specifically Graph 
Convolutional Networks (GCNs) and GloVe word embeddings. 
A key innovation of this work is its ability to analyze text em-
bedded within images, effectively addressing a significant 
limitation in existing content moderation methods. The study 
employs diverse datasets encompassing both textual and visual 
elements, acknowledging the challenges posed by imbalanced 
data, where non-toxic comments vastly outnumber toxic ones. 
To counter this imbalance, the authors apply data augmentation 
techniques, which significantly enhance the model's ability to 
identify trolling behaviors. The results demonstrate that the 
GCN-based model achieves a testing accuracy of 0.92 and an 
F1-score of ~0.4, indicating its effectiveness in detecting toxic 
content, though with noted areas for improvement in precision 
and recall. The framework underscores the importance of con-
textual analysis in text data, utilizing natural language process-
ing techniques to capture the subtleties of online interactions.

Uyheng et al. (2022) advance our understanding of online troll-
ing by employing a psycholinguistic framework to differenti-
ate between trolls and bots, emphasizing that not all trolls are 
automated accounts and vice versa. The study uses a dataset of 
4917 labeled instances of trolling and non-trolling interactions, 
focusing on psycholinguistic features such as toxicity, cognitive 
complexity, and direct targeting. Leveraging these features, the 
researchers propose a classification system that utilizes both tra-
ditional machine learning models and advanced deep learning 
techniques, including BERT. The study provides insights into 
the nature of cyber abuse by analyzing the linguistic properties 
of trolling behavior. By examining the language used in troll-
ing, the research lays the groundwork for developing tools to 
effectively identify and mitigate instances of cyber abuse. The 
authors found that an LSTM model achieved the best results. 
However, the classes in the dataset were manually balanced, 
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which limits the generalizability of the system. Despite this lim-
itation, the study underscores the importance of understanding 
the underlying psycholinguistic characteristics of malicious on-
line interactions to create more effective detection and preven-
tion strategies.

In the multimodal domain, MacDermott et al. (2022), the au-
thors present a framework for detecting trolls and toxic con-
tent on social media by integrating deep learning techniques 
for both text and image analysis. The framework utilizes GloVe 
word embeddings and recurrent neural networks (RNNs), 
including Bidirectional LSTM and GRU, to analyze textual 
content. It employs a dataset of 223,549 comments from the 
Jigsaw dataset, which is characterized by a significant class 
imbalance, with less than 7% of comments labeled as toxic. To 
address this imbalance, the authors apply undersampling tech-
niques. The results indicate that the proposed models achieved 
high detection rates for toxic comments. However, accuracy 
decreased when analyzing text extracted from images due 
to the challenges associated with this task. The framework's 
ability to extract and classify text from images is particularly 
important for addressing cyber abuse, as it facilitates the anal-
ysis of content in non-traditional formats such as memes or 
screenshots. The highest F-measure achieved was 0.88, using 
an ensemble model, supported by undersampling techniques. 
Finally, in the multimodal domain, (Sultan et  al.  2024) pro-
pose combining image transformers and image classification 
techniques with various LMs and LLMs for the multimodal 
classification of troll memes. Their experiments demonstrate 
the practical applicability of these methods, particularly in 
zero-shot and few-shot learning scenarios using models such 
as GPT-2 and GPT-4. The results highlight the effectiveness 
of LLMs in environments with limited labeled data. Among 
the tested models, DeBERTa, a variation of BERT, achieves 
the highest accuracy. This model, along with several other 
LMs and LLMs, is extensively evaluated throughout the study, 
showcasing its superiority in multimodal meme classification.

5.5   |   Impersonation

In the context of impersonation, Mewada and Dewang (2024) 
address the issue from a dual perspective: analyzing both the 
content generated by accounts and their interactions within 
networks. The study leverages techniques from text analysis 
and network analysis, particularly focusing on homophily—
the tendency of individuals to associate with others who are 
similar in interests, demographics, or behaviors. This ap-
proach is used to propose a novel method for identifying fake 
profiles on social media, specifically targeting cyber abuse 
through impersonation and other malicious activities. The pri-
mary contribution of the paper is the integration of linguistic 
features, profile-centric features, and group-centric features 
to improve the detection of sockpuppets and crowdturfing 
communities. The study utilizes a dataset of user-generated 
content from various social media platforms, employing a 
Convolutional Neural Network (CNN) to classify users as ei-
ther malicious or genuine. The results demonstrate the frame-
work's effectiveness, with the CIPF framework achieving high 
precision, recall, and F1-scores, significantly outperforming 
state-of-the-art techniques in detecting fake profiles. A key 

aspect of the framework is its incorporation of linguistic fea-
tures, including sentiment analysis, grammatical quality, 
and emotional context, which provide insights into the lan-
guage patterns used by individuals. These linguistic features 
are critical for detecting impersonation, as they help identify 
anomalies in user-generated content that may indicate decep-
tive practices. This enhances the framework's ability to distin-
guish between genuine users and malicious actors, making it a 
robust tool for combating cyber abuse through impersonation.

We identified a borderline paper by Huang et al. (2021), where 
the authors proposed an automatic system to detect deceptive 
voices used in impersonation attempts. The reason for select-
ing this study is its twofold approach, which analyzes both text-
independent and text-dependent features. The latter involves 
detecting when an impersonator mimics specific phrases or 
commands typically used by the genuine speaker, thus linking 
the process to text analysis. The paper introduces a quasiGauss-
ian distribution (QGD) model that effectively addresses both 
types of impersonation attacks on smart devices. The authors 
collected a unique dataset from a reality TV show, which en-
hances the robustness of their findings and enables a com-
prehensive evaluation of voice and text features. The results 
demonstrate that the QGD model can accurately distinguish 
between genuine and impersonated voices by analyzing the 
Euclidean distance within the voice (and text) feature space. 
The study reveals that voice features from the same individual 
are tightly clustered, while those from different individuals are 
more dispersed, making it a promising approach for detecting 
impersonation.

6   |   ACL Comparison

Since ACL conferences are widely regarded as a leading venue 
for state-of-the-art NLP research, we found it essential to include 
a new section that compares our survey results with the most 
recent ACL conference proceedings. To do this, we conducted a 
search using the same topic terms as in our study, specifically fo-
cusing on papers with “hate speech,” “toxic,” “doxing,” “imper-
sonation,” “trolling,” “shaming” or “emotional abuse” in their 
titles or abstracts. This search yielded 10 papers from the past 
year, of which 9 were relevant to cyber abuse detection, and all of 
them were based on hate speech. It is notable that other forms of 
cyber abuse, such as cyberbullying, were conspicuously absent, 
highlighting a gap in research within this domain.

Our analysis reveals that BERT-based models continue to play 
a central role in hate speech detection. Despite the rise of LLMs 
such as GPT-3.5, LLaMA, and Mistral, BERT and its variants 
(RoBERTa, BERTweet, DeBERTa, HateBERT, etc.) remain 
widely utilized for a variety of tasks. In most studies, BERT-
based models remain competitive and often outperform LLMs, 
particularly in traditional classification tasks. For instance, 
in the NaijaHate study (Tonneau et  al.  2024), BERTweet and 
DeBERTa achieved top results alongside XLM on a specific 
Nigerian dataset.

Our analysis also highlights the growing use of new techniques 
such as contrastive learning and models like T5, which have 
shown promising results. However, BERT remains instrumental 
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in these advancements. In VIHATET5 (Thanh Nguyen 2024), 
BERT played a crucial role in dataset annotation. In the realm 
of contrastive learning, models like SharedCon (Ahn et al. 2024) 
and LAHN (Kim et al. 2024) have demonstrated significant im-
provements in implicit hate speech detection. Both methods 
leverage BERT as an encoder, further reinforcing the model's 
importance in enhancing classification performance.

While LLMs are explored in some studies, they do not con-
sistently outperform fine-tuned BERT-based models. For in-
stance, Tox-BART (Yadav et  al.  2024) found BART to be the 
best-performing model but still used BERT as a regressor for 
in-domain attributes. Similarly, Don't Go to Extremes (Zhang 
et al. 2024) found GPT-3 to be the best model in their study, but 
the paper also highlights limitations of LLMs, such as over-
sensitivity and calibration issues in hate speech detection.

In the multilingual context, many studies still rely on BERT-
based models for low-resource and multilingual language tasks. 
Both NaijaHate (Tonneau et  al.  2024) and VIHATET5 (Thanh 
Nguyen 2024) demonstrate that fine-tuned BERT variants remain 
highly effective in these contexts, often outperforming LLMs.

Finally, the growing interest in explainability and text genera-
tion to enhance moderator efficiency in social spaces is notewor-
thy. For instance, Explainability and Hate Speech (Calabrese 
et al. 2024) explores how structured explanations can help mod-
erators work more efficiently, though not necessarily improving 
model performance alone.

In conclusion, while LLMs are increasingly tested for hate speech 
detection, they have not yet replaced BERT-based models as the 
dominant approach. Research is evolving toward explainability 
(XAI), contrastive learning, and domain-specific optimizations, 
which enhance existing transformer-based architectures rather 
than replacing them. This suggests that BERT-based models 
remain a cornerstone of hate speech detection research, with 
LLMs playing a complementary role rather than serving as the 
default solution.

7   |   Discussion

In this section, we discuss the results of our survey, focusing 
specifically on the research questions guiding this study. To en-
hance clarity and the practical utility of our findings, we have 
structured the discussion by addressing each research question 
individually. This approach ensures a comprehensive and or-
ganized analysis of the key insights drawn from the reviewed 
literature.

7.1   |   RQ1: How Representative Are LMs and LLMS 
in Detecting Textual Cyber Abuse Compared to 
Traditional Methods?

To address this question, we performed an occurrence anal-
ysis based on the models used across the reviewed literature, 
focusing on those referenced in at least three papers. Table 6 
presents the results for LMs and LLMs, while Table 5 shows 
the results for traditional machine learning techniques, being 

traditional methods algorithms and techniques that have been 
foundational to the field of machine learning prior to the wide-
spread adoption of deep learning, including early deep learn-
ing methods (as CNNs) and the first static embedding models. 
It is worth mentioning that, for our purposes, “representative” 
is defined by how frequently a specific LLM or LM is men-
tioned or used in articles. In other words, the more frequently 
a model is used, the more representative it is considered. As 
shown in the tables, BERT is the most widely used model, sig-
nificantly outperforming both traditional machine learning 
techniques and other language models. Among LLMs, GPT 
and Gemini stand out as the only models with multiple oc-
currences, while models like T5, LLAMA, and Mistral appear 
only twice.

When comparing the adoption of LMs to LLMs, we can observe 
that LMs remain the dominant tool in cyber abuse detection. 
BERT-based models are particularly widespread due to their 
flexibility in training and fine-tuning, making them highly 
effective. While LLMs are underrepresented, they present 
promising opportunities, especially for few-shot learning and 
data augmentation. Traditional machine learning techniques, 
though less prevalent in hate speech or cyberbullying detection, 
continue to play a role in other forms of cyber abuse. Notably, 
SVM and random forests remain useful due to their interpret-
ability and ability to explain results. Interestingly, even older 
embedding techniques like FastText and Word2Vec still appear 
frequently in recent literature, highlighting their enduring rele-
vance in specific contexts.

Analyzing the performance of hate speech detection and other 
cyber abuse detection techniques presents challenges due to 
the lack of a standardized benchmark across studies. Many 
papers introduce new techniques and validate them on cus-
tom datasets or adapt them for specific languages, making di-
rect comparisons difficult. This fragmentation in datasets and 
evaluation methods complicates the ability to gauge overall 
progress in the field.

However, from a broader perspective, the use of transformer-
based architectures consistently outperforms other ap-
proaches. This trend is evident in widely used datasets like 
Ethos Binary (Mollas et  al.  2022), HateXplain (Mathew 
et al. 2021), and OffensEval 2019 (Zampieri et al. 2019), where 
BERT-based models consistently top the leaderboards (Rajput 
et al. 2021; Caselli et al. 2021; Kim et al. 2022), reaffirming 
their superior performance in cyber abuse detection tasks. 
This trend and these findings are also corroborated by the lat-
est edition of OffensEval in 2023, where the baselines were 
established using BERT and ELMo, achieving impressive re-
sults. Extensive research has been conducted on other types 
of LLMs, such as (Zampieri et al. 2023), where the authors re-
viewed recent results from the competition. They concluded 
that LLMs like Falcon-7B-Instruct (Penedo et  al.  2023), 
RedPajama-INCITE-7B-Instruct (Weber et al. 2024), MPT-7B-
Instruct (Team 2023), Llama-2-7B-Chat (Touvron et al. 2023), 
T0-3B (Sanh et al. 2021), and Flan-T5-large (Chung et al. 2024) 
underperformed compared to the top three systems in 
these competitions, which were based on more established 
transformer-based models such as BERT. In contrast, other 
papers as (Faria et al. 2024) found that models as GPT-3.5 and 
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Gemini performs better than BERT under certain configura-
tions, which opens new paths of research.

7.2   |   RQ2: Considering That Cyber Abuse 
Frequently Involves Imbalanced Classification 
Challenges, Are Researchers Adequately 
Addressing This Issue in Their Evaluation Metrics 
and Pre-Processing Methods?

Based on the reviewed literature, it is clear that researchers in 
the field of cyber abuse detection are increasingly recognizing 
the challenges posed by imbalanced classification. Many studies 
now utilize a range of evaluation metrics—such as precision, re-
call, and F1-score—which provide a more nuanced understand-
ing of model performance than accuracy alone, particularly in 

contexts where class distribution is skewed. However, some re-
search still relies on overall accuracy or non-weighted metrics, 
potentially obscuring the true effectiveness of models in detect-
ing minority classes.

A notable trend is the adoption of various pre-processing 
methods to address class imbalance, including oversampling 
techniques like SMOTE (Li, Zeng, et al. 2024) and undersam-
pling methods. These strategies aim to create a more balanced 
training dataset, ultimately improving model performance 
on underrepresented classes. Additionally, some studies are 
incorporating cost-sensitive learning, which assigns vary-
ing penalties for misclassifications based on the importance 
of each class. The introduction of generative models, such 
as GPT, for data augmentation also represents a promis-
ing avenue for enhancing the minority class representation, 

TABLE 5    |    Most used traditional machine learning methods with more than three occurrences.

Machine learning or 
traditional embeddings Occurrences Citations

SVM 12 (Paul et al. 2023), (Mahmud et al. 2024), (Ahmed et al. 2022), 
(Saini et al. 2023), (Zhou et al. 2023), (Arcila-Calderón et al. 2022), 

(Sreelakshmi et al. 2024), (Althobaiti 2022), (Aarthi and Chelliah 2022), 
(Aarthi and Chelliah 2023), (Umer et al. 2024), (Garg et al. 2024)

CNN 12 (Ansari et al. 2024), (Putra and Wang 2024), (Bilal et al. 2023), (Khan 
et al. 2022), (Mewada and Dewang 2024), (Paul et al. 2023), (Saini 
et al. 2023), (Been Choi et al. 2024), (Khafajeh 2024), (Tabassum 
and Nunavath 2024), (Umer et al. 2024), (Madhavi et al. 2024)

Random Forest (RF) 11 (Mahmud et al. 2024), (Li, Zeng, et al. 2024), (Sreelakshmi 
et al. 2024), (Mehta and Passi 2022), (Bilal et al. 2023), (Toliyat 

et al. 2022), (Husain and Uzuner 2022), (Swed et al. 2024), (Been 
Choi et al. 2024), (Umer et al. 2024), (Alkomah et al. 2022)

Logistic regression (LR) 10 (Paul et al. 2023), (Mahmud et al. 2024), (Li, Zeng, et al. 2024), (Mehta and 
Passi 2022), (Arcila-Calderón et al. 2022), (Sreelakshmi et al. 2024), (Anjum 
and Katarya 2024), (Bilal et al. 2023), (Uyheng et al. 2022), (Garg et al. 2024)

XGBoost 9 (Ahmed et al. 2022), (Yun et al. 2023), (Bilal et al. 2023), (Toliyat 
et al. 2022), (Li, Zeng, et al. 2024), (Been Choi et al. 2024), (Abarna 

et al. 2023), (Dobrojevic et al. 2024), (Alkomah et al. 2022)

Naive Bayes (NB) 7 (Mahmud et al. 2024), (Sreelakshmi et al. 2024), (Arcila-
Calderón et al. 2022), (Mehta and Passi 2022), (Toliyat 
et al. 2022), (Umer et al. 2024), (Alkomah et al. 2022)

GLOVE 7 (Asif et al. 2024), (Altinel et al. 2024), (Alrowais et al. 2024), (Umer 
et al. 2024), (Garg et al. 2024), (Saleh et al. 2023), (Alkomah et al. 2022)

Word2Vec 6 (Muneer et al. 2023), (Saleh et al. 2023), (Altinel et al. 2024), 
(Umer et al. 2024), (Saleh et al. 2023), (Alkomah et al. 2022)

KNN 5 (Umer et al. 2024), (Mahmud et al. 2024), (Li, Zeng, et al. 2024), 
(Alkomah et al. 2022), (Sreelakshmi et al. 2024)

TF-IDF 5 (Paul et al. 2023), (Altinel et al. 2024), (Khafajeh 2024), 
(Dobrojevic et al. 2024), (Alkomah et al. 2022)

FastText 5 (Badri et al. 2024), (Maity et al. 2024), (Arshad 
et al. 2023), (Paul et al. 2023), (Ali et al. 2022)

FastText 3 (Paul et al. 2023), (Maity et al. 2024), (Arshad et al. 2023)

RNN 3 (Arcila-Calderón et al. 2022), (Garg et al. 2024), (Husain and Uzuner 2022)
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TABLE 6    |    Most used models LMs and LLMs models with more than three occurrences.

Model Occurrences Citations

BERT 50 (Muneer et al. 2023), (Paul et al. 2023), (Mahmud et al. 2024), (Li, 
Zeng, et al. 2024), (Alfurayj et al. 2024), (Al-Harigy et al. 2024), (Maity 
et al. 2022), (Mahdi et al. 2024), (Samee et al. 2023), (Saini et al. 2023), 
(Ahmed et al. 2022), (Ansari et al. 2024), (Zhou et al. 2023), (García-
Díaz, Jiménez-Zafra, et al. 2023), (García-Díaz, Pan, et al. 2023), (del 

Valle-Cano et al. 2023), (Pookpanich and Siriborvornratanakul 2024), 
(Arcila-Calderón et al. 2022), (Maity et al. 2024), (Anjum and 

Katarya 2024), (Nandi et al. 2024), (Putra and Wang 2024), (Yun 
et al. 2023), (Chhikara et al. 2024), (Saleh et al. 2023), (Almaliki 

et al. 2023), (Ramos et al. 2024), (Pan et al. 2024), (Bilal et al. 2023), 
(Ali et al. 2022), (Firmino et al. 2024), (Toliyat et al. 2022), (Khan 

et al. 2022), (Althobaiti 2022), (Gupta et al. 2021), (Sultan et al. 2024), 
(Kumar et al. 2024), (Abarna et al. 2023), (Khafajeh 2024), (Tabassum 

and Nunavath 2024), (Dobrojevic et al. 2024), (Umer et al. 2024), (Faria 
et al. 2024), (Moreno-Sandoval et al. 2024), (Ghosh and Senapati 2024), 

(Garg et al. 2024), (Madhavi et al. 2024), (Saleh et al. 2023), (Yadav 
and Singh 2024), (Alkomah et al. 2022), (Badri et al. 2024)

bi-LSTM 20 (Muneer et al. 2023), (Chen et al. 2024), (Paul et al. 2023), (Mahmud 
et al. 2024), (Alfurayj et al. 2024), (Al-Harigy et al. 2024), (Maity 

et al. 2022), (Ansari et al. 2024), (Maity et al. 2024), (Saleh et al. 2023), 
(Bilal et al. 2023), (Mazari et al. 2024), (Miao et al. 2024), (Been Choi 
et al. 2024), (Khafajeh 2024), (Tabassum and Nunavath 2024), (Umer 

et al. 2024), (Garg et al. 2024), (Saleh et al. 2023), (Alkomah et al. 2022)

RoBERTa 14 (Alrowais et al. 2024), (Ahmed et al. 2022), (Su et al. 2023), (Yun 
et al. 2023), (Pan et al. 2024), (Arshad et al. 2023), (Ali et al. 2022), 
(Gupta et al. 2021), (Pookpanich and Siriborvornratanakul 2024), 

(Kumar et al. 2024), (Tabassum and Nunavath 2024), (Umer et al. 2024), 
(Moreno-Sandoval et al. 2024), (Ghosh and Senapati 2024)

DistilBERT 12 (Ahmed et al. 2022), (Pookpanich and Siriborvornratanakul 2024), 
(Montesinos-Cánovas et al. 2023), (Sreelakshmi et al. 2024), 

(Ali et al. 2022), (Pan et al. 2024), (Malik et al. 2024), (Firmino 
et al. 2024), (Kumar et al. 2024), (Tabassum and Nunavath 2024), 

(Ghosh and Senapati 2024), (Yadav and Singh 2024)

BiGRU and GRU 11 (Maity et al. 2022), (Wullach et al. 2022), (Mazari et al. 2024), 
(Tabassum and Nunavath 2024), (Garg et al. 2024), (Madhavi 
et al. 2024), (Singh et al. 2023), (Mahmud et al. 2024), (Keya 
et al. 2023), (Aarthi and Chelliah 2023), (Mazari et al. 2024)

m-BERT 10 (Razi and Ejaz 2024), (García-Díaz, Pan, et al. 2023), (Montesinos-
Cánovas et al. 2023), (Karayi˘git et al. 2022), (Ollagnier 

et al. 2023), (Kumar et al. 2024), (Faria et al. 2024), (Ghosh and 
Senapati 2024), (Siddiqui et al. 2024), (Singh et al. 2023)

GPT (including GPT-2, GPT-3.5) 7 (Ahmed et al. 2022), (Chhikara et al. 2024), (Ramos 
et al. 2024), (Sultan et al. 2024), (Kumar et al. 2024), 

(Faria et al. 2024), (Moreno-Sandoval et al. 2024)

BETO 5 (Moreno-Sandoval et al. 2024), (García-Díaz, Jiménez-Zafra, 
et al. 2023), (García-Díaz, Pan, et al. 2023), (Montesinos-

Cánovas et al. 2023), (del Valle-Cano et al. 2023)

XLM-RoBERTa 5 (Mahmud et al. 2024), (Pookpanich and Siriborvornratanakul 2024), 
(Pan et al. 2024), (Ali et al. 2022), (Siddiqui et al. 2024)

TwHIN-BERT 3 (García-Díaz, Pan, et al. 2023), (Pookpanich and 
Siriborvornratanakul 2024), (Montesinos-Cánovas et al. 2023)

Gemini 3 (Faria et al. 2024), (Kumar et al. 2024), (Ramos et al. 2024)
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functioning similarly to oversampling techniques (Wullach 
et al. 2022). Despite these advancements, a lack of standard-
ization in how imbalanced classification is addressed remains 
a significant issue across studies. This inconsistency compli-
cates efforts to compare results and identify best practices. 
While there is growing awareness of the need to tackle class 
imbalance in cyber abuse detection, substantial gaps persist. 
Improved standardization of evaluation metrics and prepro-
cessing methods, coupled with clearer reporting of methodolo-
gies, would greatly enhance the robustness and comparability 
of findings in future research.

7.3   |   RQ3: Based on the Reviewed Literature, 
What Emerging Trends and Future Directions 
Are Shaping the Development of Cyber Abuse 
Detection?

One key insight derived from the survey is that recent advance-
ments in cyber abuse detection are focused more on applying 
standardized English-language models to new or underrepre-
sented languages, rather than developing entirely new archi-
tectures. The predominant approach in these studies involves 
transfer learning and fine-tuning existing models, which allows 
for the adaptation of well-established models to different lin-
guistic contexts. This trend reflects a shift toward leveraging the 
strengths of existing architectures, optimizing them for diverse 
languages rather than creating novel frameworks from scratch.

In cyber abuse detection, several evolving trends are reshaping 
the field. Traditionally, this domain has been treated primarily 
as a binary classification problem—identifying abusive or non-
abusive content. However, more recent studies are shifting to-
ward a more nuanced understanding, recognizing that cyber 
abuse involves multiple dimensions. These include factors such 
as the nature of the target, the directness of hate, the type of 
hostility, and whether the abuse is community-driven. This shift 
has led to the development of multi-task algorithms, capable of 
performing tasks such as sentiment analysis, community detec-
tion, and toxicity prediction simultaneously.

A growing trend is the incorporation of social network analy-
sis and traditional data mining techniques such as sentiment 
analysis, methods that have been demonstrated valid in simi-
lar domains as crime detection (Oatley and Ewart 2011). These 
methods are increasingly acknowledged as powerful tools for 
analyzing the complex, relational aspects of cyber abuse, such 
as how it spreads within communities or networks and the 
influence of key actors in propagating hate speech. We iden-
tified four insightful papers that highlight the value of unsu-
pervised techniques in this area. These works underscore the 
necessity of analyzing cyber abuse from multiple perspectives, 
beyond simple classification, to capture its broader dynamics 
and impact.

If we stick only to the classification domain of the problem, 
the majority of efforts are focused on text preprocessing and 
the creation of embeddings to capture the nuances of lan-
guage. Among various models, the combination of BERT and 
LSTMs has emerged as one of the most powerful tools for this 
purpose.

Another significant observation is that the majority of current 
datasets are heavily based on Twitter, while other social plat-
forms, such as Reddit, remain underexplored. This reliance on 
a single platform limits the generalizability and versatility of ex-
isting models. Expanding datasets to include diverse sources of 
social media data is crucial for enhancing the robustness and 
adaptability of cyber abuse detection systems.

Another important insight derived from our research is related 
to XAI techniques. We have observed an increasing trend in 
the use of such methods, as highlighted by Saleh et al. (2023), 
Garg et  al.  (2024), and Yadav and Singh  (2024). These stud-
ies demonstrate a shift in focus—not only on achieving high 
accuracy in hate speech detection but also on ensuring inter-
pretability. This shift is crucial, as it enables moderators and 
end-users to better understand and trust the decisions made 
by AI-driven tools.

Finally, there is a growing call for the standardization of evalua-
tion processes across studies. Many papers claim to outperform 
baseline models, but these claims often rely on custom datasets 
or datasets limited to a single platform, making meaningful 
comparisons difficult. A standardized approach to reporting 
preprocessing methods, evaluation metrics, and dataset usage 
is essential. This would improve the comparability of findings 
across different studies and support the development of best 
practices in the field, ensuring more reliable and generalizable 
models for detecting cyber abuse.

7.4   |   RQ4: Which Types of Cyber Abuse Detection 
Are Most Significantly Influenced by LLMs?

As demonstrated in Table 6, BERT-based techniques continue 
to dominate across various types of cyber abuse detection. 
However, when focusing solely on LLMs, certain areas—such 
as shaming, doxing, emotional abuse, trolling, and imperson-
ation—remain largely unexplored. In the domain of cyberbul-
lying, only two papers (Ferrer et al. 2024; Ahmed et al. 2022) 
have utilized LLMs, while in hate speech detection, six pa-
pers (Wullach et al. 2022; Pan et al. 2024; Ramos et al. 2024; 
Chhikara et  al.  2024; García-Díaz, Pan, et  al.  2023; Ahmed 
et al. 2022) are based on LLMs.

These findings lead us to two conclusions. First, hate speech is 
the form of cyber abuse most influenced by LLMs. This may, 
however, be partially attributed to the huge focus on hate speech 
within the research community, making it the most extensively 
studied area in cyber abuse detection. Second, the application 
of LLMs in cyber abuse detection is still in its infancy and war-
rants further exploration, especially given the potential of LLMs 
demonstrated in other fields.

7.5   |   RQ5: Are There Specific Forms of Cyber 
Abuse That Remain Underexplored and Lack 
Adequate Detection Solutions?

To conclude this section, it is crucial to recognize the significant 
gaps in research concerning other kinds of cyber abuse as emo-
tional abuse and doxing within the broader landscape of textual 
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cyber abuse detection and analysis. Despite the serious harm 
that these forms of cyber abuse can inflict, they remain under-
explored and are often overshadowed by a predominant focus on 
hate speech. While comprehensive studies on hate speech may 
touch upon related forms of abuse, there is a pressing need for 
more specialized and nuanced approaches tailored to address 
these specific issues.

The situation is further exacerbated in other forms of cyberbul-
lying, such as dogpiling—an online harassment tactic where 
groups of individuals collectively target the same victim. This 
type of cyberbullying could benefit significantly from social net-
work analysis and data mining techniques, yet it remains largely 
unexamined in the literature.

Similarly, in the domains of doxing and emotional or psycho-
logical abuse, the specific targets and contexts have received 
insufficient attention. Most existing research relies heavily on 
classification techniques; however, traditional unsupervised 
methods could be very valuable for analyzing psychological 
(Rosenbusch et al. 2021) and emotional abuse. Techniques such 
as similarity detection and correlation analysis could also en-
hance our understanding of doxing and its implications (Alonso-
Fernandez et al. 2021).

These conclusions are further supported by studies with quali-
tative results and surveys in the fields of psychology and mental 
health. There is substantial research addressing issues such as 
emotional abuse (de la Villa Moral and Prieto  2022; Adebayo 
et al. 2021; Stephenson et al. 2018) and doxxing (Anderson and 
Wood  2021; Eckert and Metzger-Riftkin  2020), providing in-
triguing insights into how individuals are emotionally abused 
through social networks. Relevant insights are derived from (de 
la Villa Moral and Prieto 2022), where the authors analyzed 627 
different cases, uncovering statistically significant and positive 
relationships between emotional dependence, cyber control, 
and online aggression victimization. Based on the findings from 
these studies, which confirm that emotional abuse and doxxing 
are prevalent in our daily interactions, we can conclude that the 
lack of artificial intelligence systems capable of addressing these 
nuanced forms of cyber abuse needs to be further explored in 
future research.

7.6   |   Future Directions

To conclude our discussion, we find it essential to outline sev-
eral future directions identified in our review. These aim to 
open new research avenues or further promote promising ex-
isting ones.

First, we found that the vast majority of research focuses pre-
dominantly on cyberbullying and hate speech. However, based 
on objective studies from fields such as psychology and mental 
health, which highlight the diverse forms of cyber abuse that 
individuals experience, we identified significant opportunities 
for improvement and exploration in this area. For instance, emo-
tional cyber abuse, where the perpetrator is closely connected 
to the victim (e.g., partners or close acquaintances), requires 
unique approaches. In such cases, techniques can be applied 
within the victim's immediate network. These strategies differ 

substantially from those used to analyze hate speech, where, in 
many instances, the perpetrator is a stranger to the victim. This 
distinction highlights the need for tailored methods to address 
the specific dynamics of different types of cyber abuse.

Another promising future direction lies in addressing the chal-
lenge of real-time detection. Many of the studies we reviewed 
rely on static datasets, which, while yielding strong results during 
training, often face difficulties when applied to real-world scenar-
ios. In environments such as high schools or social networks, there 
is a critical need for real-time systems capable of identifying and 
addressing issues as they arise, enabling interventions at the mo-
ment the problem begins to unfold (Kumar and Sachdeva 2022).

Regarding the intrinsic features of LMs and LLMs, there re-
mains considerable room for research. One promising avenue 
is exploring LLMs that incorporate context beyond text alone, 
such as tone, platform-specific dynamics, and user behavior. 
Additionally, addressing and mitigating biases in LLMs is cru-
cial to prevent misidentification or unequal treatment of abusive 
content based on demographics, written language, or regional 
variations. This challenge ties closely to the ethical implications 
of deploying LLMs in moderation systems—balancing user 
freedom with safety while ensuring transparency in AI-driven 
interventions. Furthermore, improving accuracy in detection 
remains a vital goal. This can be achieved by leveraging new 
models, combining multiple approaches, and continuously up-
dating existing ones to better tackle the evolving landscape of 
cyber abuse.

Finally, although it falls outside the scope of our study, it 
is evident that much of today's cyber abuse takes the form of 
multimodal abuse. This includes voice messages, images, and 
AI-generated content, among others. Consequently, there is sig-
nificant potential for research in the area of multimodal hate 
speech detection, which will require substantial advancements 
in the coming years to effectively address these challenges. 
This research area has been gaining significant attention in 
recent years (Arya et  al.  2024; Thapa et  al.  2024; Wang and 
Markov 2024).

8   |   Conclusion

In this paper, we have reviewed the latest research on textual 
cyber abuse detection, with a particular focus on studies that 
leverage LMs and LLMs. This survey is the first to extend its 
scope beyond commonly studied areas such as hate speech and 
cyberbullying, encompassing a broader range of cyber abuse 
typologies.

We analyzed 87 papers, rigorously categorizing them accord-
ing to different forms of cyber abuse and their harmful objec-
tives. From this body of work, we identified critical insights into 
novel methodologies and the increasing role of language mod-
els, which have become essential in contemporary cyber abuse 
detection.

Our findings emphasize the widespread dominance of BERT-
based approaches, particularly in the detection of hate speech, 
where these models consistently achieve state-of-the-art results. 
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BERT has emerged as the most extensively used model for text 
extraction and classification in the field.

Additionally, emerging LLMs like GPT, Gemini, and FLAN-T5 
show significant promise, especially in low-resource settings 
and few-shot learning scenarios, where they excel at capturing 
unseen linguistic nuances. Generative models like GPT also 
hold potential for data augmentation, offering a dual benefit: the 
creation of synthetic datasets for training and mitigating issues 
of class imbalance.
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